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Abstract

Intelligent sensors and Al have enhanced mobile commerce by analyzing users’ digital
footprints. Using privacy calculus theory, a study of 423 Taiwanese respondents examined
the benefits and risks impacting privacy concerns and trust in mobile services. Findings
revealed that perceived benefits and risks significantly affect privacy concerns and trust.
Mobile privacy knowledge and skills moderate the relationship between privacy concerns
and disclosure intention. Mobile privacy skills moderate trust and disclosure intention, while
knowledge does not. This study offers an integrated model to help mobile service providers
understand users’ intentions to disclose information.
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Introduction

Wireless communication technology has significantly influenced the evolution
of e-commerce, expanding business operations beyond traditional websites to include
smartphones and other mobile devices, a phenomenon termed mobile commerce. Mobile
commerce distinguishes itself by offering a ubiquity feature that has become increasingly
prevalent over the past decade. Furthermore, modern mobile commerce is characterized by
its ability to provide instantaneous, ubiquitous, localized, and personalized services tailored
to individual user attributes, offering a marked advancement over conventional e-commerce
(Wang et al., 2015). In contrast to conventional e-commerce platforms, integrating context
awareness enabled by mobile device sensors promotes innovative service delivery by
utilizing user location and behavioral trail. However, this advancement brings privacy
issues stemming from the gathering and using of data for tailored services and targeted
advertising purposes (Mollah et al., 2017). In addition, the capability to collect, aggregate,
and analyze an individual’s digital identity using big data and Al algorithms, thereby creating
detailed digital footprints or profiles, exacerbates these concerns (Eastin et al., 2016; Ge et
al., 2022). Thus, advanced intelligent sensors and data analytics technologies, such as big
data and Al algorithms, have enabled mobile service providers to offer personalized mobile
commerce services based on the analysis of consumer digital trails (Eastin et al., 2016; Fox
et al., 2021). The reliance on user identification and behavior analysis for mobile services is
accompanied by privacy and security challenges, potentially fostering a reluctance toward
mobile commerce (Balapour et al., 2020; Sarker et al., 2021; Shaw & Sergueeva, 2019). New
mobile technologies enhance service convenience but also necessitate increased information
disclosure from consumers, leading to heightened privacy and security concerns (Balapour et
al., 2020). This concern is evidenced by worries about sharing personal information in return
for the convenience and personalization offered by mobile services (Degirmenci, 2020).

The public has noted security and privacy concerns for mobile apps’ private content

(e.g., personal passwords, location history, photos, and contacts). Mobile devices can easily
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collect and analyze user data, health application logs, geolocation data, and various other
types of information. People perceive significant threats because third parties could track and
misuse their personal information. Past research has examined Internet users’ perceptions
and behaviors in privacy decisions and found that despite concerns that their privacy may
be violated, users are inclined to give out their data to access online services (Chen & Chen,
2015; Trepte et al., 2015). The “privacy paradox” can be attributed to the inconsistency in
privacy-related behavior observed in online and mobile environments (Barth & de Jong,
2017). This inconsistency indicates that information privacy concerns of individuals do
not consistently predict the privacy behavior of disclosure (Baruh et al., 2017). Some
researchers suggest the “privacy calculus theory” to explain the discrepancy between online
service users’ privacy concerns and their actual behavior regarding the disclosure of private
information (Culnan & Armstrong, 1999; Dinev & Hart, 2006). Consumers evaluate the
trade-off between the pros and cons of self-disclosure and determine final behavior by the
relative significance of advantages and concerns (Dinev & Hart, 2006).

The privacy calculus theory posits that disclosing information is a rational and
calculated decision, implying that one’s choice to disclose private information is
predominantly shaped by evaluating its potential advantages and disadvantages (Culnan &
Armstrong, 1999; Dinev & Hart, 2006). This approach underscores the rationality behind
personal information-disclosure choices. However, empirical studies by Barth & de Jong
(2017) and Kokolakis (2017) indicate that the decision-making process in privacy disclosure
is often hindered by incomplete information, bounded rationality, and cognitive biases.
Information disclosure behavior encompasses not solely an individual’s rational evaluation
of associated risks and benefits, but is also affected by situational factors, which lead to
differences in individuals’ behaviors of disclosing personal information. Since situational
factors may lead to privacy paradox, the present study is based on the research conducted
by Park and Mo Jang (2014) and Trepte et al. (2015), individual differences in privacy
knowledge and skills required to 5j03rul3manage personal data on online and mobile

platforms effectively are contextual factors, the concept of “privacy literacy,” exploring the
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differences between individuals’ attitudes towards privacy and actual behaviors of privacy
protection. Park & Mo Jang (2014) highlight the importance of adequate knowledge and
skills for mobile privacy issues. Differences in privacy awareness and protective skills may
explain gaps between people’s privacy attitudes and behaviors (Trepte et al., 2015). For
example, many users incorrectly believe that their private data is undoubtedly protected and
managed in the legal process. In addition, low online privacy literacy revealed technical
familiarity, such as the ability to control private and location data usage on mobile phones.
Recent efforts in privacy studies have investigated personal data protection knowledge and
skills in online and mobile environments. People inevitably provide personal data to other
companies or organizations to access mobile services. Therefore, information and locational
privacy knowledge and skills become critical “mobile privacy literacy” for wireless service
users (Park & Mo Jang, 2014).

In mobile commerce, the exchange of private personal information is prevalent and
deemed indispensable. Mobile apps exhibit a state of being “context-aware,” whereby the
sensors integrated within mobile devices readily gather personal information and data trails
(Almusaylim & Jhanjhi, 2020; Sarker et al., 2021). Subsequently, personal data are subjected
to processing through big data and Al algorithms, facilitating tailored mobile services (Sarker
et al., 2021). However, the public often lacks awareness of data collection and privacy
issues, hindering their ability to manage personal information on mobile services. Park and
Mo Jang (2014) suggest that in an era where mobile services are ubiquitous, addressing
privacy concerns becomes an indispensable skill for users. We propose extending the privacy
calculus theory by considering privacy knowledge and skills as contextual factors. This
extension explores users’ decision-making process when disclosing personal information in
mobile environments and the role of privacy literacy.

This study employed the privacy calculus theory to understand consumers’ decisions
regarding private information disclosure in mobile commerce. Furthermore, we attempt to
understand how mobile privacy skills and knowledge are associated with the privacy paradox

in mobile commerce. Firstly, the demand for mobile service providers to collect, aggregate,
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and analyze consumer data to offer innovative and intelligent services is consistently rising
(Mollah et al., 2017). Nonetheless, users often lack the knowledge and skills to make well-
considered decisions regarding disclosing personal privacy information (Sarkar et al., 2020).
The present study argues that privacy knowledge and skills play a direct and moderating role
in weighing the benefits and risks of information disclosure. Moreover, previous research has
indicated that disparities in individuals’ comprehension of privacy knowledge and capacity
to manage personal data can influence their attitudes toward information privacy and
subsequent actions. (Desimpelaere et al., 2020; Masur, 2020). Consequently, we posit that
investigating this phenomenon through the lens of privacy knowledge and skills can offer a
more profound comprehension of the privacy paradox.

This research explores the relationship between perceived risks and benefits in mobile
commerce and its consequential influence on assessing information privacy concerns and
trust. Additionally, the present study investigates the potential moderating effect of mobile
privacy skills and knowledge in providing mobile commerce services. Our primary objective
is to understand how privacy calculus principles are intertwined with the moderating effects
of mobile privacy skills and knowledge. This exploration is undertaken to shed light on the
disparities that may arise in individuals’ intentions to disclose personal information within
mobile commerce. Therefore, our investigation diverges from prior research by emphasizing
the crucial significance of users’ capacity to control privacy information, which might
influence their decision-making procedures within mobile commerce. Considering these
research gaps, this study aims to explore and investigate the following research objectives:

1. Examine how perceived benefits and risks of users impact their privacy concerns and
trust in mobile commerce platforms.

2. Determine how privacy concerns and trust of users affect their willingness to disclose
information in mobile commerce.

3. To investigate the moderation effect of mobile privacy knowledge and skills in
relationships between privacy concerns, trust, and intention to disclose information in mobile

commerce contexts.
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Literature Review

Mobile commerce information privacy issues

The pervasive adoption of mobile commerce among consumers can be attributed to
its ubiquitous accessibility and convenience, enabling access to information and services
anytime and anywhere (Sarkar et al., 2020; Wang et al., 2015). Furthermore, mobile
commerce can provide personalized services using precise technologies such as data mining,
collaboration technology, usage patterns, location detection, transaction history, and Al
algorithms (Kang & Namkung, 2019; Luo et al., 2023; Zhang et al., 2023). Personalized
services help consumers save time by providing tailored information and customized services
to meet their needs better (Zhang et al., 2023). For businesses, personalization is a crucial
consumer relationship marketing strategy (Martins et al., 2019).

Notwithstanding these advantages, the pervasiveness of mobile commerce has given
rise to concerns regarding information security and privacy issues (Balapour et al., 2020;
Kang & Namkung, 2019). In the same way as e-commerce services, mobile applications
are susceptible to multiple security uncertainties and risks, including phishing, malicious
software, cyberattacks, and unsafe network services (He et al., 2015). Coupled with the
widespread application of mobile technology, the rapid development of data mining and Al
algorithms has promoted innovations in mobile services, ultimately offering intelligent and
customized services (Hoehle et al., 2012; Siyal et al., 2024; Wang et al., 2023). In contrast to
previous e-commerce services, consumers engaging in mobile commerce express heightened
concerns regarding the extensive gathering, deliberate and inadvertent disclosure, and misuse
of personal information (Eastin & Brinson, 2017; Eastin et al., 2016).

Among these vulnerabilities, the ability of mobile devices to track user identities has
significantly broadened the scope of privacy issues in e-commerce, exhibiting a notable
distinction from traditional stationary e-commerce, particularly in data collection and
analytics techniques (Sarker et al., 2021; Zhang et al., 2013). Mobile devices carried by

individuals or in their pockets can collect personal information, such as financial details,
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societal background, biological metrics, and spatial tracking (Ho et al., 2023). In addition,
the advanced data collection features of mobile devices, coupled with the extensive
integration of data mining (Eastin & Brinson, 2017; Eastin et al., 2016) and Al algorithms
(Sarker et al., 2021; Zhang et al., 2023), facilitate the rapid and comprehensive acquisition,
analysis, and synthesis of users’ data. Unlike online services tied to specific locations
and depending on wired networks, e-commerce on mobile networks affords ubiquitous
accessibility. The evolution of data science technologies has empowered service providers
to analyze consumers’ usage behavior, personal preferences, historical usage patterns,
and social network data on online and mobile platforms, facilitating the development of
personalized usage profiles (Khemiri & Jallouli, 2022). Thus, privacy issues transcend mere
data collection to encompass broader dimensions such as data misuse, identity theft, and lack
of transparency (Sarker et al., 2021).

The physical business services and e-commerce sector have been significantly
influenced by the COVID-19 pandemic since late 2019, leading to a shift towards unmanned
and mobile services. In response to the growing emphasis on health and safety, public health
systems worldwide have implemented contact tracing apps to monitor the movements and
interactions of individuals (Cho et al., 2020; Fernandes & Costa, 2023; Hassandoust et al.,
2021). The public has significantly decreased face-to-face interactions with remote services,
such as distance learning, work from home, and telecommuting (John et al., 2023; Nurse et
al., 2021). The increasing demand for remote and mobile services has precipitated a growing
reliance on these platforms, necessitating access to users’ cameras, microphones, and sensing
devices. These applications frequently ask users to give personal details for collecting,
transmitting, and storing such personal information, heightening privacy concerns and
reducing people’s acceptance of mobile technology (Fernandes & Costa, 2023). Although
these remote services and health-tracking applications contribute to epidemic management,
they necessitate providing personal information and sensitive health data, eliciting individual
privacy concerns (Hassandoust et al., 2021). The pandemic of 2019 has resulted in a

significant increase in the use of mobile technologies among individuals, consequently
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reshaping their lifestyle patterns. This trend has also amplified individual apprehensions
regarding the gathering, utilizing, and distributing of personal data (Ribeiro-Navarrete et al.,
2021; Wen et al., 2020).

In general, issues of mobile commerce information security and its potential misuse
pose a significant threat to the confidentiality of user data (Balapour et al., 2020). Therefore,
addressing these privacy issues related to mobile commerce should mitigate consumers’
concerns and promote trust and acceptance of mobile commerce (Sarkar et al., 2020).
Previous studies have applied the privacy calculus theory and investigated personal
information disclosure behavior in mobile commerce, recognizing the mobile environment’s
unique privacy and security challenges (Fernandes & Costa, 2023; Hassandoust et al., 2021;
Ryu, 2023; Wang et al., 2016). Thus, the present study employs the theoretical framework
based on privacy calculus to explore the behaviors of user disclosure intention for accessing
mobile services, mirroring the approach utilized in prior research.

Privacy calculus theory

Contemporary mobile commerce platforms require substantial volumes of personal
data, which is subsequently subjected to analysis via advanced big data (Eastin & Brinson,
2017; Eastin et al., 2016) and Al algorithms (Sarker et al., 2021), thereby facilitating the
delivery of convenient and intelligent personalized mobile services (Luo et al., 2023; Zhang
et al., 2023). Despite apparent security and privacy concerns, researchers have discovered
that consumers overlook potential privacy issues and opt to share sensitive personal data
in return for intelligence and tailored mobile services (Hayes et al., 2021). In order to
obtain convenient mobile services, consumers are often forced to disclose a large amount
of personal information, leading to a gap between consumers’ privacy concerns and actual
privacy-protecting behaviors. The “privacy paradox” phenomenon has been noted within the
realm of e-commerce (Kehr, Kowatsch, et al., 2015) and mobile environments (Lee & Rha,
2016; Pentina et al., 2016; Zhu et al., 2021).

Researchers have employed the “privacy calculus” concept to explore the discrepancy

between individuals’ stated privacy worries and their actual behavior with sensitive
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technologies (Barth & de Jong, 2017). The privacy calculus refers to self-disclosure as the
pros and cons of the trade-off in privacy-protective behaviors (Culnan & Armstrong, 1999;
Laufer & Wolfe, 1977; Li, 2012). This theory suggests that the decision by an individual
to share personal information is a subjective process viewed from an economic standpoint
(Pentina et al., 2016). It indicates that privacy is not an absolute notion but rather a relative
one, influenced by the individual’s assessment of benefits and risks. Costs involve the
risks of losing privacy, and benefits are the expected gain of individuals disclosing their
private information. The theory is a rigorous framework based on the expectancy of
theory and perspectives of cost-benefits (Dinev & Hart, 2006). With the expectancy of
theory, an individual will act in a certain way due to what they expect from that selected
behavior. According to Culnan and Bies (2003), individuals evaluate the advantages and
disadvantages of sharing their private information. In other words, individuals exchange
personal information to gain positive outcomes and minimize possible adverse consequences.
The privacy calculus involves individuals evaluating the potential benefits and risks of
sharing personal information in order to determine their comfort level with disclosure (Fox
et al., 2021; Jozani et al., 2020; Liu et al., 2016; Wang et al., 2016; Zhu et al., 2021). Thus,
we propose that the privacy calculus theory could describe the privacy paradox in mobile
environments by balancing the potential advantages with privacy concerns before disclosing
sensitive personal data for customized services (Bandara et al., 2019).

In past studies, the privacy calculus theory has been extensively adopted as a theoretical
framework to examine individuals’ intentions to disclose private information across various
contexts, including marketing (Hayes et al., 2021), social networking services (Dienlin &
Metzger, 2016; Jozani et al., 2020), e-commerce platforms (Kehr, Kowatsch, et al., 2015),
and mobile environments (Fox et al., 2021; Zhu et al., 2021). With the advances in the
popularity of online and mobile services, sensitive information is collected and analyzed
by service providers and even exchanged between third parties without consent. Studies
revealed that people’s self-disclosure decisions are based on their concerns about the

uncertainties and possible advantages of mobile technologies and service providers (Kehr,
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Kowatsch, et al., 2015; Keith et al., 2016; Keith et al., 2013; Wang et al., 2016). Thus, the
privacy calculus model is an intuitive and direct framework based on cost-benefit analysis
to explain that consumers’ tendency to self-disclosure decisions in online or mobile services
stems from a rational evaluation of associated costs and benefits (Fernandes & Pereira,
2021; Kehr, Wentzel, et al., 2015; Plangger & Montecchi, 2020). However, it is subject to
critical observation from three primary perspectives (Trepte et al., 2017). The first critique
points out that individuals might be unable to fully evaluate all risks and benefits due to a
lack of information, contextual constraints, and constrained cognitive capabilities (Barth &
de Jong, 2017; Cho et al., 2010; Kokolakis, 2017). For instance, consumers using mobile
commerce services and products may not have the ability and knowledge to identify the
risks of personal data leakage that mobile commerce may bring and may have difficulty
understanding information privacy concerns (Park, 2013; Park & Mo Jang, 2014; Trepte et
al., 2015). This criticism implies that the theory could neglect the limitations of individuals’
bounded rationality. The second critique is based on empirical research showing that when
people share personal information, they are primarily driven by the expected benefits, with
less emphasis on privacy concerns (Fox et al., 2021; von Kalckreuth & Feufel, 2023) and
perceived risks (Kang & Namkung, 2019; Kim et al., 2019). In other words, their tendency to
disclose in online shopping or use mobile services is often tied to the perceived advantages
they can gain from such activities, with less emphasis on worries about potential privacy
issues.

A third criticism highlights that previous studies often treat subjects uniformly,
overlooking potential demographic differences and situational factors. For example, past
research (Kehr, Wentzel, et al., 2015; Sun et al., 2015) has shown that demographic factors
such as gender (Luo et al., 2023; Wills & Zeljkovic, 2011), age (Chakraborty et al., 2016),
and cultural factors (Trepte et al., 2017), significantly impact people’s concerns about
information privacy. These situational factors and individual differences can influence
privacy disclosure decisions beyond general attitudes and tendencies. The variability in

individuals’ perceptions of the benefits of privacy disclosure suggests that attitudes toward
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information sharing are not uniform but influenced by personal traits related to personality
rights (Sun et al., 2015). These critiques highlight a potential oversimplification in the
privacy calculus theory regarding the intricate nature of individuals’ privacy considerations
and decision-making regarding personal information disclosure. Hence, the privacy calculus
theory can be expanded by thoroughly examining individual user characteristics and
investigating how situational factors influence the behaviors of sharing personal information.
Mobile privacy-related knowledge and skills

As detailed in the preceding section, the privacy calculus theory provides a rigorous
framework for researchers to investigate the complex psychological aspects of personal data
disclosure. The theory revealed that the rational processes account for private information
disclosure behavior, meaning individuals consciously weigh risk and benefit (Barth & de
Jong, 2017; Fernandes & Pereira, 2021; Kokolakis, 2017; Plangger & Montecchi, 2020).
Consumers’ participation in online services depends on their perception of the fairness of
privacy policies and the trustworthiness of service providers (Culnan & Armstrong, 1999;
Culnan & Bies, 2003; Li, 2012). Nonetheless, past studies have highlighted that one’s
decisions about disclosing private information can be affected by situational factors and
individual disparities, apart from general attitudes and tendencies (Cho et al., 2010). This
inconsistent behavior may be explained by examining the literacy of information privacy
(Baruh et al., 2017). With a lack of experience with the negative consequences of private
information misuse or breaches, individuals may undervalue the risks and potential harm
to privacy, leading to less cautious behavior in sharing personal data (Debatin et al., 2009).
In addition, individuals may lack declarative and procedural knowledge regarding privacy
issues and the skills necessary to manage personal privacy information effectively. This
deficiency can hinder their ability to translate privacy concerns into appropriate privacy-
management actions (Debatin et al., 2009; Park, 2011; Pingo & Narayan, 2019). Therefore,
a lack of privacy literacy may reduce the “fear of disclosure" and lead to higher information
sharing (Epstein & Quinn, 2020).

According to protective motivation theory, simply experiencing fear or worrying about
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negative consequences is not enough to help people develop self-protective behaviors;
people also need to have a sense of self-efficacy (Rogers et al., 1983). That is, individuals
must be able to judge vulnerability to risks and conceptualize risks as perceived vulnerability,
possibility, or susceptibility (Cho et al., 2010). Therefore, when it comes to online and
mobile privacy issues, users individually establish concepts and cognitive models of privacy
risks, which affects how individuals process and respond to disclosing personal information
(Barth et al., 2022). Several studies have found a correlation between users’ awareness of
information privacy concerns and their behavior. For example, awareness of data gathering
risks and understanding legal protections significantly influence the relationships between
concerns and behaviors (Park et al., 2012). The results show that individuals with knowledge
of privacy issues and high privacy concerns exhibit the highest privacy-protective behaviors.
Trepte et al. (2015) suggest that the difference between attitudes and behaviors regarding
information privacy concerns may stem from a knowledge gap. Weinberger et al. (2017) also
found that users’ awareness of online anonymity threats was moderate, and users’general
ability to take privacy and anonymity protection was low. Due to unawareness or insufficient
knowledge about privacy issues and privacy protection, most online users’personal
information is still accessible to others (Weinberger et al., 2017). These studies all point
out that although users generally express privacy concerns, their actual behavior may not
always be consistent with these concerns, which may be due to different perceptions of
privacy issues. Therefore, increasing users’ understanding of privacy issues can narrow the
gap between expressed concerns and actual behaviors, mitigating information privacy issues
(Weinberger et al., 2017). Park et al. (2012) emphasized the importance of explicit signaling
within online environments, advocating for improving privacy statements customized to
users’ contexts. Additionally, they advocate for increasing consciousness about the security
options accessible to users. Through these measures, individuals are given the means to
protect their private data and strengthen their resolve to secure personal information.

We incorporate the concept of privacy literacy to investigate drivers of the mobile

commerce privacy calculus phenomenon based on mobile privacy-related knowledge
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and skills (Park & Mo Jang, 2014; Weinberger et al., 2017). Past studies defined privacy
literacy as the awareness and knowledge of online information practices and the ability to
control personal information with strategies (Bartsch & Dienlin, 2016; Trepte et al., 2015).
Debatin (2011) suggested that privacy literacy and knowledge of effective privacy protection
strategies could be informed about privacy. Trepte et al. (2015) also stated that “Online
privacy literacy may be defined as a combination of factual or declarative (“knowing that”)
and procedural (“knowing how”) knowledge about online privacy.” According to Trepte et al.
(2015), declarative knowledge refers to the technical and legislative aspects of privacy, and
procedural knowledge involves the skill of implementing privacy regulations and safeguards.
Like Weinberger et al. (2017) and Prince et al. (2021), the authors also recognized that
privacy knowledge and skills measure the knowledge about regulations and laws of

information privacy and strategies or actions to protect personal data.

Theoretical development and hypotheses

As depicted in Figure 1., the research model proposes that (a) Information privacy
concerns and trust results from a combined evaluation of perceived benefits and risks. (b)
Information privacy concerns negatively affect disclosure intention; trust positively impacts
disclosure intention. (c) Mobile privacy knowledge and skills moderate the link between
information privacy concerns and disclosure intention. (d) Mobile privacy knowledge and
skills moderate between trust and disclosure intention. The following sections discuss the

rationales for these assumptions.
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Figure 1
Research model
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Perceived benefits and perceived risks

The perceived benefits of mobile commerce are defined as the subjective perception
of advantages, usage, or adoption of mobile services. These benefits are mainly derived
from (1) locationability, a result of mobile commerce’s ubiquity, and (2) personalization,
which is made possible by collecting and consolidating user data via mobile devices (Lee
& Rha, 2016; Xu et al., 2011; Xu et al., 2009). Locationability emerges as the foundation
for the widespread prevalence of mobile services, characterized by consumers’ perceived
ability to access requisite information or services irrespective of time and place. The concept
of locationability is driven by integrating real-time geolocation tracking and map-based
application programming interfaces (APIs). These technological advancements empower
mobile services to offer context-sensitive information, such as suggestions for nearby retail
outlets or navigation assistance, thereby setting mobile commerce apart from conventional

e-commerce (Almusaylim & Jhanjhi, 2020; Ryu, 2023).
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Additionally, the personalization attribute stems from mobile commerce’s inherent
capacity to efficiently gather and amalgamate individual preferences, thereby furnishing
tailored service content. With the advances in mobile technology and mobile devices,
consumers have the capability of constant connectivity and accessibility to access
information and interact with one another at anytime and anywhere (Eastin et al., 2016;
Wang et al., 2015). Moreover, owing to the robust data collection capabilities of mobile
devices, coupled with the widespread integration of big data (Eastin & Brinson, 2017; Eastin
et al., 2016) and Al algorithms (Sarker et al., 2021), users’ personal information can be
swiftly and comprehensively gathered, examined, and synthesized. Compared to traditional
e-commerce services, the ubiquity features characteristics of mobile commerce as ease of
access, personalized functionality, localization, instant connectivity, and identification (Sarkar
et al., 2020; Wang et al., 2016).

The constraints associated with mobile commerce significantly curtail user acceptance
and actuate privacy concerns, encompassing factors such as interface design, security of
wireless connections, the potential misuse of personal data, risks associated with cellphone
surveillance, and considerations of physical capability (Yeh & Li, 2009). In contrast to
traditional e-commerce, mobile commerce presents distinct risks due to its dependence
on data collection via integrated sensors (e.g., GPS, accelerometers) and continuous
connectivity. This reliance may raise concerns regarding location tracking and unauthorized
data access (Sarker et al., 2021). Mobile users are concerned that personal data could show a
lack of internal controls, security breaches, and misuse by third parties without their consent,
leading to distrust in mobile commerce (Wang et al., 2016). In addition, mobile devices
have built-in sensors and processors that collect data, ranging from users’ digital traces (e.g.,
GPS, online access log) to biomedical signals (e.g., heart rate, oxygen saturation) (Jozani
et al., 2020). With mobile service providers’ perspectives, companies and organizations can
aggregate and analyze to narrowly target consumers with sensitive data, such as location,
online behaviors and patterns, physiological surveillance data, and other personal data. The

data are sent to mobile service providers to enhance user experience and offer personalized
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services. Consumers cannot be entirely anonymous when applying mobile services due to
their mobile environment traces that mobile service providers can collect, aggregate, and
analyze (Eastin et al., 2016; Wessels, 2012). In order to use personalized mobile commerce
services, users are required to share a large amount of personal information. Nevertheless,
they may not have sufficient access to information regarding how their data is gathered and
utilized, resulting in uncertainty (Al-Natour et al., 2020). This study describes perceived
risk as how users perceive the risk and uncertainty associated with opportunistic behavior in
mobile commerce involving personal information (Dinev & Hart, 2006).

Within mobile commerce, incorporating locationability and personalization
functionalities provides users with enhanced convenience, immediacy, and tailored services.
Conversely, mobile service risks underscore mobile users’ concerns about the risks arising
from improper collection, aggregation, and analysis of their private information, particularly
in the age of extensive data accumulation and utilization facilitated by Al algorithms.
The decision-making process regarding individual privacy disclosures in mobile contexts
predominantly hinges on evaluating the equilibrium between perceived risks and benefits.
This trade-off is consistent with the privacy calculus theory, which suggests that individuals
assess the expected benefits of sharing personal information against the potential risks of
privacy invasion (Dinev & Hart, 2006; Liu et al., 2016). In mobile commerce, the immediacy
and context-sensitivity of services complicate this calculus, enhancing both the perceived
benefits, such as instant recommendations, and the risks, like real-time tracking (Almusaylim
& Jhanjhi, 2020; Lee & Rha, 2016; Ryu, 2023). This study assumes that information privacy
concerns represent mobile users’ concerns about the risks of improper collection and use
of their private data. It also acknowledges that the perceived benefits and risks balance
user worries about privacy-related issues. Therefore, the trust and concerns of users are
significantly impacted by their perception of the advantages and risks associated with mobile
services. The inappropriate use and over-collection of personal data can diminish users’ trust
in mobile commerce services and heighten worries regarding disclosing and improperly

handling information privacy. Mobile services’ convenience and ubiquity might strengthen
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consumers’ trust in operators’ capabilities and alleviate privacy concerns. We propose the
following research hypotheses by synthesizing the above ideas and building on the privacy
calculus framework.

H1. Perceived benefits are positively related to the information privacy concerns in
mobile commerce.

H2. Perceived benefits are positively related to trust in mobile commerce.

H3. Perceived risks are positively related to information privacy concerns in mobile
commerce.

H4. Perceived risks are negatively related to trust in mobile commerce.
Information privacy concerns and trust

The present study defines information privacy concerns as worries about over-
collection, misuse, lack of protection, and opportunistic actions associated with disclosing
private information in mobile commerce contexts (Bandara et al., 2019; Bartol et al.,
2023; Dinev & Hart, 2006; Li et al., 2010). From the organizational management
perspective of individual data, Smith et al. (1996) described the issue of privacy concerns
as organizational responsibilities in four dimensions of personal data management as
perceived by users: collection, improper access, unauthorized secondary use, and error. In
the online environment, Malhotra et al. (2004) indicated that organizations adopt information
technology to quickly obtain, process, integrate, and transmit personal information. The
information privacy concerns represent the organization’s fundamental responsibility for
handling customer information, but also reveal individuals’ views on fairness,justice in
information privacy, including collection, control, and awareness. Privacy concerns reflect
how individuals perceive and internalize the potential risks of information loss (Dinev &
Hart, 2006), encompassing their subjective evaluation of the appropriate use of their private
data (Culnan & Armstrong, 1999; Culnan & Bies, 2003).

In previous research on mobile commerce, scholars have recognized information privacy
concerns as a primary driver behind consumers’ reluctance to self-disclosure (Balapour et al.,

2020; Luo et al., 2023; Sarkar et al., 2020; Zhang et al., 2013). Mobile commerce intensifies
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privacy concerns due to its distinct features, such as real-time geolocation tracking, map-
based API interventions, and instant connectivity. These capabilities facilitate continuous
data collection through built-in sensors like GPS (Lee & Rha, 2016). Consequently, users
are increasingly worried about unauthorized access and the lack of transparency in data
usage, as mobile devices frequently collect sensitive information, such as location and
behavioral patterns, without explicit user consent (Jozani et al., 2020). The advancement of
mobile technology, alongside the emergence of big data and Al algorithms, has facilitated
enhanced processes for businesses and organizations to gather, consolidate, and scrutinize
consumer data (Bandara et al., 2019; Eastin et al., 2016; Sarker et al., 2021). Consequently,
the proliferation of mobile devices has simplified gathering substantial user data for mobile
service providers and increased user concerns (Shklovski et al., 2014). Using data mining
techniques and Al algorithms expedites examining and identifying consumer behavioral
patterns, augmenting the company’s proficiency in analyzing and targeting distinct
individuals (Kang & Namkung, 2019; Khemiri & Jallouli, 2022; Khoa, 2021; Kim et al.,
2019). While these advances enable businesses to identify consumer preferences, develop
better mobile services, and improve customer relationships, they also increase consumers’
concerns about access to and how their personal information is accessed. Mobile commerce
information security issues and their potential misuse pose a significant threat to the
confidentiality of user data. Therefore, in the mobile computing environment, privacy issues
not only cover topics such as data collection and use but also cover broader dimensions, such
as data misuse, identity theft, and lack of transparency (Sarker et al., 2021). Hence, our study
delves into privacy concerns and assesses the impact on consumers’ inclination to divulge
personal data, encompassing data collection concerns, potential misuse, transparency, and
third-party abuse (Zhang et al., 2013).

Recent scholarly inquiries have underscored the pivotal role of trust as a determinant
of mobile commerce utilization, particularly given the inherent uncertainties and risks
associated with mobile environments (Cho et al., 2007; Hillman & Neustaedter, 2017; Sarkar

et al., 2020; Siau & Shen, 2003; Vinerean et al., 2022). Following Dinev and Hart (2006),
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this study posits that trust encapsulates a confidence-based belief in mobile services’ efficient,
reliable, and secure processing of personal information. In mobile commerce, trust plays a
critical role due to the immediacy and context-sensitivity of services, such as location-based
recommendations or real-time transactions, which rely on continuous data sharing and expose
users to heightened risks of data breaches or misuse (Yun et al., 2013; Zhu et al., 2017).
These unique features distinguish mobile commerce from traditional e-commerce, where data
collection is less pervasive and location-specific (Wang et al., 2019). Like e-commerce, trust
in mobile commerce services also plays an essential role in encouraging consumers’ purchase
intention, continuation intention, and adoption behaviors (Hong & Cha, 2013; Khoa, 2021;
Luo et al., 2023). Mobile commerce is different from traditional e-commerce in terms of user
interface, inherent risks, interactivity, ubiquity, localized services and usage models (Sarkar
et al., 2020; Wang et al., 2019). Therefore, when people interact with mobile technologies,
users are concerned about whether the system’s functions and features protect their data and
privacy, such as usefulness, ease of use, system and service quality, and user interface design
(Ooi et al., 2018; Sarkar et al., 2020). Multiple research studies indicate that trust in the
provider plays a crucial role in shaping mobile technology acceptance and usage intentions
(Lin et al., 2014; Luo et al., 2023). In other words, trust involves a person’s willingness to
expose themselves to the actions of another party, trusting that the other party will act in the
person’s best interest, regardless of supervision. Therefore, establishing user trust is crucial
in interacting with users and mobile services. According to the study by Dinev and Hart
(2006), we are also considering the trust beliefs from the research of McKnight et al. (2002),
which encompass competence, reliability, and safety. Drawing upon the privacy calculus
framework, this study formulates the following hypotheses to investigate the influence of
privacy concerns and trust on the intention to disclose information in mobile commerce. This
research addresses the gap in understanding the role of mobile-specific contextual factors.
HS5. Information privacy concerns negatively relate to the intention to disclose
information in mobile commerce.

H6. Trust positively relates to the intention to disclose information in mobile commerce.
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The moderating effect of mobile privacy knowledge and skills

The privacy calculus theory assumes consumer intentions to disclose personal
information are rational psychological processes (Fernandes & Pereira, 2021). The rationality
perspectives of decision-making during privacy calculus assume that information disclosure
behavior is an analytical and conscious approach, meaning individuals consciously weigh
risks and benefits (Barth & de Jong, 2017; Kokolakis, 2017; Plangger & Montecchi, 2020).
However, individuals have faced difficulties evaluating the pros and cons of self-disclosure
because of their bounded rationality and limited capacity to process information (Kehr,
Kowatsch, et al., 2015). These limitations include irrational thinking and thinking modes,
such as intertemporal choice (Acquisti & Grossklags, 2005), desire for instant gratification
and emotional responses (Anderson & Agarwal, 2011), overestimation of abilities (Princi &
Krémer, 2020), and perceived level of control (Princi & Krémer, 2020). Past studies indicate
that limited information, cognitive biases, heuristics, and decision-making style may be
significant factors in determining the decision to share personal information (Barth & de
Jong, 2017; Cho et al., 2010; Kokolakis, 2017; Meier & Krdamer, 2024). These influences
indicate how bounded rationality significantly shapes and influences the methodical process
of carefully evaluating and considering privacy concerns.

Consumers often encounter difficulties in distinguishing between public and private
domains. Therefore, users of mobile commerce services may lack the ability and awareness
to recognize and understand the importance of privacy issues and potential threats (Park,
2013; Park & Mo Jang, 2014; Trepte et al., 2015), which might be explained by exploring
online “privacy literacy” (Baruh et al., 2017). Cho et al. (2010) proposed that the influence
of specific situational factors and individual variances on individuals’ decisions regarding
privacy disclosure extends beyond generalized attitudes and tendencies. Thus, individuals
may lack declarative knowledge concerning privacy risks and procedural knowledge
concerning safeguarding one’s privacy, hindering the translation of concerns into actions for
managing privacy (Debatin et al., 2009; Park, 2011; Pingo & Narayan, 2019).

The study introduces the concept of privacy literacy to investigate the critical factors
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behind self-disclosure in mobile commerce, focusing on individuals’ knowledge and abilities
related to mobile privacy (Park & Mo Jang, 2014; Weinberger et al., 2017). Specifically,
the study examines whether individuals possess declarative knowledge concerning
various privacy risks and procedural knowledge regarding safeguarding privacy (Culnan
& Armstrong, 1999; Kezer et al., 2016; Weinberger et al., 2017). Declarative knowledge
involves understanding privacy risks, such as recognizing how mobile applications gather
location data. In contrast, procedural knowledge includes the practical skills to manage
privacy settings, like configuring app permissions or opting out of data tracking (Masur,
2020; Trepte et al., 2015). These two dimensions are distinct, as possessing knowledge does
not always lead to effective privacy-protective behaviors, especially in the complex and
ever-changing mobile commerce environment (Brough & Martin, 2020). Combining mobile
privacy knowledge and skills into our research framework may help us understand the
mobile commerce privacy paradox. According to Park and Mo Jang (2014), mobile privacy-
related literacy can be defined as knowledge and skills regarding privacy-related activities in
mobile settings. Therefore, mobile privacy knowledge is conceptualized as user awareness of
personal information and location-related data institutional practices, such as knowing which
mobile applications track personal data (Park & Mo Jang, 2014). The operational definition
assesses individuals’ static perceptions of privacy risks and data collection mechanisms,
emphasizing the “knowing” level and is grounded in factual cognition (Masur, 2020; Prince
et al., 2021). In addition, mobile privacy skills refer to an individual’s perceptions regarding
mobile data management behavior from two perspectives: personal information and location-
related data (Park & Mo Jang, 2014). The operational definition focuses on evaluating
dynamic skill performance, particularly assessing the user’s ability to analyze and manage
personal information within mobile commerce applications (Masur, 2020). It underscores
the practical aspect, highlighting individuals’ capacity to handle their personal privacy
information effectively, for example, setting privacy permissions (Prince et al., 2021).

The research examines users’ knowledge and skills related to mobile privacy, using the

concept of privacy literacy to investigate the main factors that affect privacy behaviors in

B SR 49 (2025) 19-84



TEEBRNRELGE | THRLMEEKRENRSHER M

mobile commerce. Past studies have revealed direct or indirect correlations between privacy
literacy and concerns regarding privacy, trust, and information disclosure (Baruh et al., 2017;
Weinberger et al., 2017). Individuals with privacy knowledge and skills are better equipped
to manage their privacy concerns, thus strengthening the link between their willingness to
share private information, trust, and acceptance of personalized services (Kang & Namkung,
2019; Rosenthal et al., 2020). For instance, individuals with procedural knowledge (mobile
privacy skill) may mitigate privacy concerns by actively managing app permissions, while
those with declarative knowledge (mobile privacy knowledge) may be more cautious about
data-sharing practices, potentially reducing trust in services with opaque policies (Brough
& Martin, 2020; Trepte et al., 2015). Privacy awareness could greatly empower these
individuals to address information privacy risks and significantly shape their perceptions
of privacy (Masur, 2020). In addition, individuals with privacy knowledge and skills may
exhibit increased self-confidence in utilizing mobile services, which leads to disregarding
privacy concerns and participating in risky behaviors (Chen & Chen, 2015; Park et al., 2012;
Rosenthal et al., 2020). Past studies reveal that individuals with privacy knowledge tend to
tolerate privacy concerns, have fewer privacy-related anxieties, and may be more inclined
to share private information (Brough & Martin, 2020; Cho et al., 2010; Dinev & Hart,
2005). Past studies generally revealed the complex relationship between privacy concerns,
knowledge, and skills (Brough & Martin, 2020). The lack of consistency in this relationship
highlights the uncertainty surrounding how privacy knowledge and skills affect personal data
disclosure concerns and behaviors (Prince et al., 2021).

In summary, although consumers may recognize privacy concerns and employ privacy
protection measures, further research must examine how privacy knowledge and skills
moderate the links between information privacy concerns, trust, and disclosure intention.
Therefore, we seek to explore mobile privacy knowledge and skills moderation effect to
clarify the consumer behavior inconsistency in concerns of misuse of private data, but
providing private data and accepting mobile commerce services. Hence, we propose the

following research hypothesis:
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H7a. Mobile privacy knowledge negatively moderates the relationship between

information privacy concerns and disclosure intention.
H7b. Mobile privacy skills negatively moderate the relationship between information
privacy concerns and disclosure intention.
HS8a. Mobile privacy knowledge positively moderates the relationship between trust and
disclosure intention.

H8b. Mobile privacy skills positively moderate the relationship between trust and

disclosure intention.
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Method

Measurement development

We gathered data through a survey that included the specified construct items to evaluate
the research model empirically. The measurement items were developed based on previous
research and assessed using a 7-point Likert scale, where choices ranged from 1 (completely
disagree) to 7 (completely agree). The initial item set was developed by comprehensively
analyzing existing literature and theoretical considerations. After finalizing the initial
questionnaire item set, a panel of scholars and practical experts in related fields reviewed
each item individually for improved face validity. Following pre-testing, the questionnaire
draft underwent revision and adjustment based on respondent feedback, resulting in the
formal research questionnaire. All final measurement items are listed in Appendix A.

Subsequently, the following section elaborates on the questionnaire items corresponding
to each construct. Perceived benefits were measured by three items, which reflect the belief
that potential advantages of locationability and personalization from mobile commerce
adoption, based on Dinev et al. (2013) and Zhou (2011). A five-item scale evaluated
the perceived risk as the uncertainties associated with opportunistic behavior in mobile
commerce involving self-disclosure derived from Malhotra et al. (2004) and Dinev & Hart
(2006). Four items addressing information privacy concerns were adjusted from Dinev
& Hart (2006) to represent a user’s concerns about the collection, misuse, inadequate
safeguarding, and opportunistic actions linked to the sensitive information shared on mobile
services. In line with Dinev and Hart (2006), trust involves believing in the efficient, reliable,
and secure handling of personal information in mobile services, as assessed by three items.
The disclosure intention items indicate a user’s readiness to share personal information in a
mobile commerce platform, based on three items from Dinev and Hart (2006) and Venkatesh
et al. (2003). Finally, participants’ knowledge and skills in mobile privacy were evaluated
through seven items, reflecting their awareness of privacy concerns and attitudes toward

managing their mobile data. The original items were derived and modified from Park and
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Jang (2014) for the settings of the Taiwan mobile commerce environment.
Research setting and respondents

This study mainly targets adults over 18 years old with experience using mobile
commerce services. Before completing the questionnaire, participants are asked to consent
to the informed consent information and review the research guidelines. The initial section
of our research questionnaire focused on a demographic survey to collect background
information from participants, covering age, gender, education, residency, and previous
experience with mobile commerce. The following section of the questionnaire elaborates on
the definition of mobile commerce services and inquires about participants’ usage patterns,
such as the daily duration of use and the types of devices utilized. Additionally, it assesses the
specific mobile services that users have predominantly utilized. Finally, a questionnaire was
administered to gather participants’ attitudes concerning privacy calculus and their mobile
knowledge and skills. For our research, we opted for online surveys for their suitability in
addressing time, financial, and resource limitations. Our primary approach for gathering
respondents was through a snowball sampling method employed within a university in
Taiwan. Our participant pool consisted of students and staff members, who were incentivized
to complete the questionnaire through a lottery system.
Demographic statistics of respondents

After excluding incomplete responses, we gathered data from 423 mobile commerce
users, comprising students and staff from a university in Taiwan. Among them, 61.2% were
female and 38.8% were male. The respondents ranged from 18 to 61 years old (Mean =
34.16, SD = 1.26), with over 70% falling between 20 and 40 years old. Most respondents
held a bachelor’s degree (71.4%), followed by those with graduate-level education (17.3%).
The peak hours for mobile business usage were between 18:00 and 00:00, followed by 12:00
to 18:00. Primary mobile services utilized included social media, online shopping, and
entertainment. Smartphones are respondents’ most commonly utilized mobile devices for
mobile commerce services, with tablets and wearable devices ranking next. The respondents’

demographic characteristics are summarized in Table 1.
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Table 1
Results of confirmatory factor analysis
Demographic Variables Items Frequency %
<20 95 22.5
21-30 133 314
Age 31-40 99 23.4
21-50 61 14.4
51-60 27 6.4
>61 8 1.9
Female 259 61.2
Gender Male 164 38.8
Junior College 23 54
_ High School 25 59
Education Bachelor’s Degree 302 71.4
Master’s Degree and Above 73 17.3
06:00-12:00 131
Most mobile commerce 12:00-18:00 223
Service Usage Time" 18:00-00:00 344
00:00-06:00 45
Most Usage Types of Tablet Computer 76
. D Smartphone 409
Mobile Devices Wearable Device 11
Social Media 274
Shopping 313
Finance 95
Entertainment 227
Most Usage Types of Travel and Navigation 184
Mobile Commerce Health and Sport 90
Services” Education 121
Productivity 75
News 160
Life 117
Others 1

Note: “Multiple answers are allowed.
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Data analysis and results

The data analysis employed structural equation modeling (SEM), which involved two
main phases: measurement and structural model (Hair et al., 2021). First, the confirmatory
factor analysis (CFA) was applied to test the validity and reliability of the measurement
model, which demonstrates the associations between constructs and measurement items
(Anderson & Gerbing, 1998; Bagozzi & Yi, 1988; Straub et al., 2004; Straub, 1989).
Second, we tested the research hypothesis by constructing a structural model explaining the
connections (path) between the constructs (Hair et al., 2021). We employed the IBM SPSS
Amos 23.0 software package to validate the measurement and structural model. Furthermore,
moderation analysis was conducted using the PROCESS Macro version 4.2 and executed in
IBM SPSS 23.0 (Hayes, 2018).

Measurement model

Applying confirmatory factor analysis (CFA) aims to verify if the measurement items
align with the research model constructs. The following section will elaborate on the findings
of the analysis on reliability and validity. In terms of reliability, Cronbach’s a, composite
reliability (CR), and average variance extracted (AVE) were adapted to assess the reliability
of constructs. As detailed in Table 3, Cronbach’s a values for constructs ranged from .885
to .940, surpassing the commonly recommended threshold of .7 (Straub, 1989). The CR
values for each construct varied between .891 and .941, exceeding the minimum acceptable
threshold of .6 (Fornell & Larcker, 1981). Furthermore, the AVE for all constructs ranged
from .648 to .834, surpassing the recommended value of .5 (Fornell & Larcker, 1981). Our
statistical results suggest that the measurement model exhibits sufficient reliability.

Furthermore, in terms of validity, we applied and evaluated the content validity and
construct validity. At the outset, the selection of measurement items is supported by existing
research, leading to solid content validity. Construct validity is further evaluated through
convergent and discriminant validity (Nunnally, 1994). Convergent validity is gauged by

examining the item loading coefficient and the AVE. A loading coefficient greater than
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.7 is considered acceptable, while loadings below .4 are eliminated (Churchill, 1979).
Discriminant validity is confirmed by comparing the square root of AVE with the correlations
between constructs (Fornell & Larcker, 1981). A higher square root of AVE indicates
sufficient discriminant validity (Fornell & Larcker, 1981). The details of the discriminant
validity test are presented in Table 4. Finally, the measurement model fit was assessed,
revealing an acceptable fit: y*(441) = 1157.725, p < .001, y*/df = 2.625 (< 3; Kline, 2023),
GFI = 0.840 (> 0.80; Hooper et al., 2008; Hair et al., 2019), CFI = 0.941 (> 0.90; Hu &
Bentler, 1999), RMSEA = 0.062 (< 0.08), SRMR = 0.049 (< 0.05; Hu & Bentler, 1999).
These results indicate that the measurement model adequately fits the data (West et al., 2021;
Anderson & Gerbing, 1984).
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Table 3

Factor loading, Cronbach’s a, CRs, and AVEs of constructs

Constructs Items Loading  Cronbach’s a CR AVE

PB1 .872 .899 .900 751
Perceived Benefits (PB) PB2 .898
PB3 .828

Tl .877 936 938 .834
Trust (T) T2 939
T3 923

PR1 .826 917 919 .695
PR2 .845
Perceived Risk (PR) PR3 .888
PR4 .858
PR5 743

IPC1 .827 .940 941 799
Information Privacy IPC2 907
Concerns (IPC) IPC3 915
IPC4 924

MPS1 .840 925 928 .648
MPS2 .849
Mobile Privacy Skills MPS3 848
MPS4 .837
(MPS) MPS5 862
MPS6 708
MPS7 .670

MPK1 .848 936 937 .680
MPK2 817
Mobile Privacy MPK3 897
MPK4 .863
Knowledge (MPK) MPK5 824
MPK6 789
MPK7 724

DIl .873 .885 .891 734
Disclosure Intention (DI) DI2 928
DI3 .760

Note: CR (Composite Reliability), AVE (Average Variance Extracted).
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Table 4
Discriminant validity: the square root of AVEs and factor correlation coefficients
Constructs PB T PR IPC MPS MPK DI
PB .866
T 358 913
PR 422 .035 .833
IPC 504 .039 731 .894
MPS 473 317 456 488 805
MPK 598 110 692 725 610 825
DI 321 612 192 A11 332 302 .857

Note: The diagonal term displays the root average variance extracted (bold),
while the off-diagonal term shows the correlation coefficient between

the two constructs.

Structural model

The structural model analysis used SEM to evaluate the hypothesized connections
among the constructs in the theoretical framework (Hair et al., 2021). Furthermore, an
indirect effects analysis was undertaken by conducting a bootstrap procedure with 1,000
resamples. Figure 2 and Table 5 present the outcomes of the structural model analysis and
path loadings for all proposed relationships. The perceived benefits exhibited a significant
impact on both information privacy concerns (f = .219, p < .001) and trust (f = .407, p
<.001), thereby supporting hypotheses 1 and 2. Furthermore, the perceived risk exerts a
significant influence on information privacy concerns ( =.671, p <.001) and trust (f = -.318,
p < .01), thereby providing support for hypotheses 3 and 4. The empirical analysis revealed
that information privacy concerns exert a statistically non-significant influence (f = .062)
on individuals’ propensity to disclose information, which hypothesis 5 did not support. At
the same time, trust significantly positively impacts disclosure intention (f = .568, p<.001),
supporting hypothesis 6. Altogether, perceived benefits and risks accounted for 5.8% of the

variance in information privacy concerns, wherein the perceived risks exhibited a notably
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more significant influence. Furthermore, the perceived benefits and risks elucidated 13.9%
of the variability in trust, with the perceived benefits manifesting a more pronounced impact.
Information privacy concerns and trust accounted for 3.9% of the variance in the disclosure
intention. Trust emerged as the predominant factor exerting significant influence within
this context. Finally, the model fit analysis indicates that the structural equation model
demonstrates good fit: y*(128) = 272.124, »?/df = 2.126 (< 3; Kline, 2023), GFI = 0.921 (>
0.90; West et al., 2021), CFI =0.972 (> 0.95; Hu & Bentler, 1999), RMSEA = 0.054 (< 0.06;
Hu & Bentler, 1999), SRMR = 0.048 (< 0.05; Hu & Bentler, 1999). These results suggest
that the model adequately fits the data (Hair et al., 2019).

Figure 2
The structural model and moderation results

Mobile
Privacy
Knowledge

Information
Privacy
Concerns

Perceived
Benefits

A07 Disclosure

Intention

Perceived
Risks

Mobile
Privacy Skills
*p <.05; ¥*p < .01; ***p < .001; n.s. = not significant.
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Table 5
The results of hypotheses testing

The results of hypotheses

Path Estimate S.E. testing
Lower Upper
H1 PB—IPC 2197 048 138 372
H2 PB-T 407 067 369 647
H3 PR—IPC 6717 059 531 812
H4 PR—-T -318™ 066 -297 013
HS IPC—DI 062 051 -.309 -.032
Hé6 T-DI 568" .053 463 721
H7a MPKXIPC—DI 1017 030 -0160 -.042
H7b MPSXIPC—DI -.087" 027 -.139 -.035
H8a MPKXT-DI 041" 028 -014 .095
H8b MPSXT—DI 053" 025 .005 101

Note: p <.05; “p<.01; “'p<.001; n.s. = not significant.

Moderation analysis of mobile privacy knowledge and skills

Furthermore, this research examined how mobile privacy knowledge and skills
moderate the relationship between factors influencing private data disclosure decision-
making for mobile services. In Hypotheses 7a and 7b, we proposed that (1) an elevation
in information privacy concerns is associated with a corresponding decrease in disclosure
intention, and (2) this effect is enhanced by mobile privacy knowledge and skill because of
the awareness of privacy issues and ability to control risk. Regarding disclosure intention
and information privacy concerns, our data demonstrated that information privacy concerns
have an insignificant main effect (B = .062), contrasting with prior investigations (Dienlin
& Metzger, 2016; Dinev & Hart, 2006; Zhu et al., 2021). Therefore, this study sought to
investigate the moderating influence within the context above.

Analysis utilizing the PROCESS Macro revealed that mobile privacy knowledge exerts
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a negative moderating effect on the relationship between information privacy concerns and
disclosure intention (-.101, p < .001), and the confidence interval [-0160, -.042] did not
include zero. It was determined through multiple regression analysis that the overall model
was statistically significant (F(3, 419) = 11.403, p = .000, R’ = .117, R’ Changed = .024). In
addition, mobile privacy skills have a negative moderation effect on the connection between
information privacy concern and disclosure intention (-.087, p < .01), and the confidence
interval [-.139, -.035] did not include zero. This data analysis result also shows that the
overall model is statistically significant in the multiple regression analysis (F(3, 419) =
18.730, p = .000, R> = .118, R Changed = .023). The results of the moderation analysis
suggest that mobile privacy literacy exerts a moderating effect on the association between
personal information privacy concerns and disclosure intentions.

The moderating effects of mobile privacy knowledge and skills on the privacy calculus
are illustrated in Figure 3, wherein standardized values are stratified into three levels.
According to Figure 3, we observed a negative correlation between information privacy
concerns and disclosure intention. It is suggested that individuals demonstrating higher
behavioral privacy literacy levels while maintaining equivalent degrees of information
privacy concern exhibit an increased propensity for information disclosure. Specifically,
mobile knowledge and skills exert a moderating effect, amplifying the negative relationship
between information privacy concerns and disclosure intention. While privacy concerns
alone did not significantly predict disclosure intention, people with elevated mobile privacy
literacy (encompassing both knowledge and skills) demonstrated a reduced likelihood of
information disclosure when harboring privacy concerns. This observation underscores the
critical role of mobile privacy literacy in moderating the translation of privacy concerns into

actual disclosure behaviors.
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Moderation effects of Information Privacy Concerns on Disclosure Intention in (a) Mobile
Privacy Knowledge and (b) Mobile Privacy Skills
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In hypotheses 8a and 8b, we postulated that (1) a heightened level of trust would
positively influence disclosure intention. (2) This effect is enhanced by mobile privacy
knowledge and skills, thereby augmenting user awareness of privacy concerns and risk
management capabilities. Examination of the association between disclosure intention and
trust revealed a substantial main effect of trust within the dataset (f = .571, p < .001). The
non-significant moderation effect of mobile privacy knowledge in the connection between
trust and disclosure intention (.041) can be seen from the results of PROCESS Macro,
with the confidence interval [-.014, .095] encompassing zero. Multiple regression analysis
demonstrated the statistical significance of the overarching model (F(3, 419) = 83.349, p =
.000, R* = .374, R* Changed = .003). Conversely, the moderation effect of mobile privacy
skills between information privacy concerns and disclosure exerted a positive influence
(.053, p <.05), with the confidence interval [.005, .101] excluding zero. Multiple regression
analysis similarly confirmed the statistical significance of the comprehensive model (F(3,
419) = 74.614, p = .000, R* = .348, R* Changed = .073). The results of our empirical analysis
suggest that mobile privacy knowledge does not significantly moderate the connection
between trust and disclosure intention. However, mobile privacy skills demonstrate a
significant effect on this association.

Figure 4 reveals a positive correlation between trust and disclosure intention across
three mobile privacy knowledge and skills levels. Our findings indicate, however, that mobile
privacy knowledge and skills exhibit differential effects on the trust-disclosure intention
relationship. Specifically, mobile privacy skills demonstrate a significant moderating effect,
enhancing the positive association between trust and disclosure intention. In contrast, the
moderating effect of mobile privacy knowledge fails to reach statistical significance. Our
data analysis suggests that, within the framework of privacy calculus theory, the relationship

between trust and disclosure intention is more substantially moderated by mobile privacy

skills.
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Moderation effects of Trust on Disclosure Intention in (a) Mobile Privacy Knowledge and (b)

Mobile Privacy Skills
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Discussion

General discussion

Based on the concept of privacy calculus, we investigate mobile service users’
information privacy concerns and trust within mobile commerce from the perspectives of the
perceived benefits and risks. Furthermore, it examines how information privacy concerns and
trust influence mobile service users’ intentions to disclose information. Most prior research
implicitly or explicitly assumes that users are rational and conscious in personal information
disclosure decisions while acting on privacy concerns (Barth & de Jong, 2017; Kokolakis,
2017). However, this assumption may not hold in realistic settings because users encounter
external factors that may increase or decrease their rational assessment of privacy-related
behavior (Barth & de Jong, 2017; Cho et al., 2010; Kokolakis, 2017). Thus, the moderation
effect of mobile privacy knowledge and skills on the relations involved in the privacy
calculus was also investigated. Several significant findings with theoretical and practical
implications have emerged from this study.

Our research findings indicate that perceived benefits and risks correlate statistically
with information privacy concerns in mobile commerce. In addition, the perceived benefits
and risks also significantly shape mobile commerce trust. Consistent with previous
studies (Dinev & Hart, 2006; Luo et al., 2023; von Kalckreuth & Feufel, 2023), the rapid
advancements in mobile, situational awareness, and data technology empower service
providers to collect, store, and aggregate consumer private information. These technologies
facilitate more tailored services for consumers, concurrently amplifying apprehensions
regarding privacy breaches and misuse (Almusaylim & Jhanjhi, 2020; Kang & Namkung,
2019; Xu et al., 2011). The data analysis results of the study found that people’s awareness
of the benefits of mobile commerce significantly increased their concerns and trust. Mobile
service users will enhance trust by meeting people’s needs and providing convenient and
personalized services.

In contrast, people’s perceived risks in mobile commerce have a statistically significant
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negative impact on trust. As mentioned before, the main advantage of mobile commerce
comes from providing personalized services that can be accessed ubiquitously and targeted at
users (Martins et al., 2019; Zhang et al., 2023). However, mobile services have constraints,
such as vulnerability to signal interception and unreliable networks, whereas personalized
services facilitated by Al algorithms and big data entail inherent risks. The convenience of
mobile commerce services is still inevitably overshadowed by security and privacy issues,
leading to a lack of consumer trust (Khemiri & Jallouli, 2022).

Regarding factors influencing disclosure intention, the research findings indicated that
information privacy concerns have no significant impact. However, previous studies have
consistently shown a negative correlation between privacy concerns and self-disclosure due
to apprehensions regarding privacy and security issues in information services or systems
(Bansal et al., 2016; Dinev & Hart, 2006; Jozani et al., 2020). Therefore, we further clarify
and explore the moderating effect of mobile privacy knowledge and skills on the negative
relationship between information privacy concerns and disclosure intention. The Process
Macro test results analysis reveals that mobile privacy knowledge and skills significantly
moderate information privacy concerns and disclosure intention. The research results
indicate that concerns about the privacy of personal information do not significantly affect
disclosure intention, which might be due to the influence of situational factors related to
privacy literacy. In other words, the situational factors of privacy literacy affect the intensity
of information privacy concerns on disclosure intention among individuals. In addition, our
research results also show that trust significantly affects mobile service users’ willingness
to disclose. The willingness of users to share their personal information in mobile services
hinges on their trust in mobile service providers to appropriately safeguard and utilize their
data. The study’s findings align with previous research, indicating that trust acts as a critical
link between antecedent factors (e.g., perceived benefits and risks) influencing disclosure
intentions in a technological context (Dinev & Hart, 2006; Kang & Namkung, 2019; Kim et
al., 2019). Our research emphasizes the essential role of trust in determining mobile service

users’ willingness to share personal information with operators.
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This study investigated the moderating effects of mobile privacy knowledge and skills
on privacy calculus in mobile commerce. The results reveal that mobile privacy knowledge
and skills significantly moderate the relationship between information privacy concerns
and disclosure intention. Specifically, as individuals’ mobile privacy literacy increases,
privacy concerns exert a more substantial negative influence on their willingness to disclose
personal information, as illustrated in Figures 3a and 3b. These findings align with prior
research by Masur (2020) and Kang and Namkung (2019), which suggests that higher mobile
privacy literacy amplifies the negative association between privacy concerns and disclosure
intention. Individuals with greater privacy knowledge and skills tend to exercise more
caution in managing their personal information, reducing disclosure when privacy concerns
are heightened. Conversely, those with lower privacy concerns may be more willing to share
personal information in exchange for service benefits, likely due to limited awareness of
privacy risks or insufficient skills to mitigate these risks. Our findings suggest that enhanced
privacy literacy increases individuals’ awareness of privacy risks and strengthens their ability
to manage them, thereby shaping their disclosure decisions. This observation is consistent
with the studies by Bartsch and Dienlin (2016) and Baruh et al. (2017), highlighting the
critical role of privacy literacy in informed decision-making.

Finally, we investigated the moderating role of mobile knowledge and skills in the
relationship between trust and disclosure intention. Data analysis revealed that mobile
privacy skills significantly and positively moderated the effect of trust on disclosure intention
(see Figure 4a). Specifically, individuals with proficient personal information management
skills exhibit a reduced propensity to disclose personal data when trust in mobile services is
low; conversely, they demonstrate a greater willingness to share information when trust is
high. These findings indicate that individuals with advanced data management competencies
strategically modulate their data-sharing behavior based on trust levels. This observation
aligns with past research (Chen & Chen, 2015; Harborth & Pape, 2020; Rosenthal et
al., 2020), which posited that skill-oriented competencies effectively translate trust into

behavioral intentions, particularly in mobile commerce, where the practical adjustment of
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privacy settings in applications is crucial. Users can manage application permissions or
configure privacy settings in mobile services based on their level of trust, which means that
mobile privacy skills significantly moderate the relationship between trust and disclosure
intentions.

Conversely, mobile privacy knowledge does not significantly moderate the relationship
between trust in mobile services and disclosure intention (see Figure 4b). This finding
diverges from prior research (Rosenthal et al., 2020), which states that privacy knowledge
may indirectly influence the trust-disclosure relationship by amplifying risk perceptions.
As noted by Bansal et al. (2016) and Trepte et al. (2015), this discrepancy may arise
because privacy knowledge increases risk awareness, but it does not necessarily translate
into actionable behavior in mobile commerce settings. For example, users may be aware of
privacy risks but lack the practical skills or motivation to change their disclosure behaviors,
a phenomenon known as the “privacy knowledge-behavior gap” (Baruh et al., 2017; Sun
et al., 2020). Furthermore, environmental factors, including sociocultural elements such as
collectivist tendencies and varying expectations regarding privacy, reduce the moderating
effect of knowledge within specific populations (Trepte et al., 2017). In line with previous
research (Masur, 2020; Park & Mo Jang, 2014), users’ disclosure behaviors appear more
strongly driven by factors such as trust in the platform or reward incentives than by their
knowledge of privacy. This observation may account for the lack of a statistically significant
moderating effect of mobile privacy knowledge on the relationship between trust and
willingness to disclose personal information. These results indicate that mobile privacy skills
exert a more direct behavioral influence than knowledge in mobile commerce contexts. To
further clarify the non-significant moderating role of privacy knowledge, future research
could investigate the mechanisms underlying the knowledge-behavior gap, such as the role
of self-efficacy in translating knowledge into action or the influence of cultural norms on
privacy decision-making (Baruh et al., 2017; Trepte et al., 2017).

Research and managerial implications

The current study proposes several theoretical contributions to enhance understanding
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the privacy paradox phenomenon in mobile commerce. Firstly, we extend existing research
on privacy calculus by deeply exploring the privacy paradox within the mobile commerce
context. By integrating mobile privacy knowledge and skills into the privacy calculus
framework, we emphasize the critical role of privacy literacy in shaping personal data
disclosure decisions. Specifically, mobile privacy skills significantly moderate the effects of
information privacy concerns and trust on disclosure intention, enabling users to strategically
adjust their data-sharing behaviors based on perceived risks or trust levels (Chen & Chen,
2015; Harborth & Pape, 2020). Conversely, mobile privacy knowledge has a more significant
moderating effect on the link between information privacy concerns and the intention to
disclose information, yet it does not notably influence the trust-disclosure relationship. This
inconsistency may indicate a ‘“knowledge-behavior gap,” where awareness of privacy risks
does not lead to actionable behaviors. This gap could be due to limited self-efficacy, complex
privacy interfaces, or socio-cultural factors like collectivist norms prioritizing service benefits
over privacy concerns (Baruh et al., 2017; Sun et al., 2020; Trepte et al., 2015).

Second, previous studies considering the moderation effects of mobile privacy
knowledge and skills are rare (Rosenthal et al., 2020). The proposed model extends existing
research by examining mobile privacy knowledge and skills as the moderation effects in the
privacy calculus. This contribution is particularly significant in mobile commerce, where
real-time data collection and location-based services amplify privacy concerns (Yun et
al., 2013). Thirdly, our study confirms the moderating role of mobile privacy knowledge
and skills in the relationships between information privacy concerns, trust, and disclosure
intention, providing empirical evidence that privacy literacy offers a better explanation
for the privacy paradox. The differential effects of skills (direct behavioral impact) versus
knowledge (limited behavioral translation) highlight the need to incorporate nuanced literacy
constructs into privacy models, thereby broadening our understanding of mobile privacy
calculus from a literacy perspective (Li et al., 2017).

Drawing on our findings and existing literature, we derived several recommendations

for mobile service practitioners to address user privacy concerns and foster trust. First,
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mobile commerce providers could work to reduce user concerns about mobile privacy risk
by redesigning privacy policies and practices, for instance, providing personalized data
protection features and services based on the user’s level of knowledge and ability. Mobile
service providers can provide adequate privacy control features or guidelines for consumers.
For instance, implementing a clear and easy understanding of privacy dashboards or guided
tutorials for managing application permissions can empower users to safeguard their data
effectively (Harborth & Pape, 2020).

Second, according to Barth and de Jong (2017), the mobile computing setting is a
particular case; users are relatively tolerant of the risk of privacy and security intrusion in
mobile applications to access mobile services or features. Although users express concerns
about mobile application privacy, they may ignore them or provide personal information
based on their ability to manage private information. We believe that certification or
third-party verification of mobile service providers regarding regulations and systems is
still crucial for building consumer confidence. Third, most app stores and providers still
disclose relatively little about how to request permission for personal information in apps
(Gu et al., 2017). Enhanced content and processes for mobile service providers to detail
personal information management should improve consumer knowledge and alleviate
privacy concerns. Practices can enhance the transparency of data consent requests by
clearly explaining the purpose and benefits of collecting personal information to establish
responsible data-sharing practices.

Limitations and future directions

Various limitations in the present study highlight potential directions for future research.
Firstly, the main emphasis of our study is on students and faculty members from universities
in Taiwan. The sample consisted primarily of university students and staff in Taiwan (n=423),
collected using snowball sampling, which resulted in a relatively homogeneous distribution
of age, education level, and technology usage experience. The data collection method might
limit the ability to generalize the findings to the broader population of mobile commerce users

in Taiwan. Future research could enhance generalizability by incorporating more diverse
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populations through stratified or random sampling techniques (Meier & Kramer, 2025).
Although university students and general staff are significant users of mobile services, there
is an opportunity to extend future research to encompass additional demographic groups. The
second limitation of this study is its primary focus on a Taiwanese sample, which constrains
the generalizability of the findings to the broader Taiwanese population or other societies.
Future research could broaden the sample to encompass diverse populations (Meier &
Kriamer, 2025). A broader range of sample diversity encompasses varied populations, which
enables a more comprehensive examination of how technology access and privacy literacy
interact to shape privacy behaviors in mobile commerce. For example, studies targeting the
elderly (Chakraborty et al., 2016; Zeissig et al., 2017; Zou et al., 2024), low privacy literacy
users (Trepte et al., 2015), or rural populations (Prince et al., 2021) could explore cognitive
barriers or mobile technology infrastructure limitations to privacy disclosure decision-
making in mobile commerce. Such investigations would enhance the external validity of the
findings and offer insights into the contextual factors that influence privacy behaviors across
diverse settings. Third, our data is only cross-sectional, and research respondents’ perceptions
and knowledge of mobile technology will also change over time. The cross-sectional design
of this study limits the generalizability of capturing dynamic changes in privacy perceptions
and behaviors. We propose that longitudinal designs or mixed-methods approaches could
more effectively investigate long-term trends in privacy attitudes, such as whether the impact
of mobile privacy knowledge on disclosure intentions intensifies over time. The evolution
of technologies that use mobile devices to collect personal information may make it more
difficult for users to perceive the severity of the invasion of personal privacy. Future mobile
privacy researchers should consider the evolution of mobile technology.

As for future research directions, our study explores the role of mobile privacy
knowledge and skills in moderating the privacy calculus in mobile commerce. Our findings
provide insights for future research on decision-making concerning mobile commerce
information disclosure and the underlying rationale and irrational and intuitive mechanisms.

However, we focused exclusively on lay users’ knowledge and privacy skills, excluding
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those of experts (Barth et al., 2022). Therefore, it would be valuable to have future research
contrast privacy experts with privacy fatigue individuals (Tang et al., 2021). Employing
qualitative methodologies like scenario-based interviews, observational studies, or
experimental designs could provide an understanding of privacy disclosure decision-making
processes. These approaches could capture nuanced contextual factors influencing privacy
behaviors by adapting various research methods. For example, longitudinal studies could
reveal how privacy perceptions evolve in response to social evolution and technological
advancements. These methods facilitate understanding the psychological and social factors
driving information disclosure. Future research could investigate mobile privacy literacy
across various contexts and frameworks, including different information and mobile systems,
to clarify how privacy literacy affects variables in mobile commerce and related services.
Additionally, future studies might explore mobile privacy literacy across diverse
contexts and frameworks, encompassing various information and mobile systems, to
elucidate how privacy literacy influences variables in mobile commerce and related services.
For instance, the rapid advancement of emerging Al technologies offers novel avenues for
privacy research (Leschanowsky et al., 2024). Future investigations could examine how Al
technologies reshape mobile service users’ perceptions of privacy risks and privacy-related
behaviors (Willems et al., 2023). Generative Al can create synthetic personal data from
existing information, such as invented messages, pictures, or videos, which might heighten
privacy issues and, as a result, affect decisions about sharing information (Krsek et al., 2025).
The vast amount of data required for Al-driven personalization might heighten information
privacy concerns regarding Al applications. Consequently, as advancements in information
technology continue, it is imperative to integrate privacy concerns into contextual and
technological characteristic factors. This integration will enhance our comprehension of the

evolving relationship between technology and privacy-related decision-making.
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Conclusions

Guided by the theory of privacy calculus, the primary objective of our study was to
analyze the relationship between privacy concerns, trust, and disclosure intentions within
mobile commerce. Additionally, this study explores the concept of privacy literacy in the
context of mobile privacy calculus, with privacy knowledge and skills playing a role as
moderation constructs in the research model. By investigating the influence of mobile
commerce privacy concerns and trust on disclosure intention, this research has contributed to
both theoretical understanding and practical implications. The research shows the importance
of perceived benefits and risks in mobile commerce in shaping users’ attitudes toward trust
and information privacy concerns. Even though convenient and personalized services in
mobile commerce increase trust, the risks of privacy breaches and misuse serve as significant
deterrents, underscoring the delicate balance between disclosure and privacy. Moreover,
contrary to conventional assumptions, this study reveals a non-significant correlation between
privacy concerns and disclosure intention, indicating the complex nature of users’ decision-
making processes in mobile settings. The moderation effects of mobile privacy knowledge
and skills shed light on the pivotal role of privacy literacy in shaping individuals’ attitudes
toward privacy and disclosure behavior. This study shows that mobile privacy knowledge
and skills strengthen the negative relationship between information privacy concerns and
self-disclosure, and mobile privacy skills heighten the positive connection between trust and
disclosure intention. Hence, this study highlights the importance of understanding privacy
literacy and the paradox phenomenon, which can benefit academic and practical applications
in information privacy.

The results of this research are relevant for practical implications beyond the academic
realm, offering actionable recommendations for mobile service providers. Strategies to
alleviate users’ privacy concerns, such as enhancing privacy control features and transparency
in data management practices, are essential for fostering trust and promoting responsible

information disclosure. Additionally, initiatives to enhance users’ privacy literacy through
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comprehensive guidelines and certifications can empower users to make informed decisions
and mitigate privacy risks effectively. In conclusion, this study advances our understanding
of privacy calculus theory in mobile commerce, emphasizing the pivotal role of perceived
benefits, risks, information privacy concerns, trust, mobile privacy knowledge, and skills
in shaping users’ disclosure intentions. By addressing these complexities, researchers and
practitioners can collaborate to navigate the evolving realm of mobile privacy and promote a

safer and more transparent mobile ecosystem.
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Appendix A: Research Instrument

Construct,/Ttems

References

Perceived Benefits

PB1: Mobile Commerce can provide 24-hours-a-day and 7-days-a-
week services anytime.

PB2: Mobile Commerce can provide services from anywhere (e.g.,
can recommend restaurants based on your current location)

PB3: Mobile Commerce can provide personalized services.

Dinev et al. (2013),
Zhou (2011)

Perceived Risks

PR1: Generally, giving personal information to mobile commerce
would be risky.

PR2: I believe that providing personal information in mobile
commerce involves the risk of losing money.

PR3: I think there is uncertainty in providing personal information in
mobile commerce

PR4: Providing personal information in mobile commerce may
encounter many unexpected problems.

PR5: 1 feel insecure about providing personal information in mobile
commerce

Malhotra et al.
(2004); Dinev and
Hart (20006)

Information Privacy Concerns

IPCI1: It is disturbing that mobile commerce providers ask for personal
privacy information.

IPC2: I am concerned about my personal information misuse by
mobile commerce service providers.

IPC3: I have concerns about how mobile commerce providers protect
my personal information.

IPC4: When using mobile commerce, personal private information
may be over-collected by others.

Dinev and Hart
(2006)

Trust
T1: Mobile commerce is a safe environment to exchange information
with others.

T2: Mobile commerce is a reliable environment to conduct business
transactions.

T3: Mobile Commerce handles personal information competently
submitted by users.

Dinev and Hart
(2006)

Disclosure Intention

DI1: I intend to provide personal information in mobile commerce.

DI2: I intend to provide personal data in mobile commerce to obtain
shopping information or services.
DI3: I intend to provide my credit card number or bank account

information in Mobile Commerce to make transactions or obtain
personalized services.

Dinev and Hart
(2006), Venkatesh
et al. (2003)
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Construct,/Ttems References

Mobile Privacy Knowledge

MPKI1: I know mobile devices and mobile commerce Apps that
monitor and track personal data.

MPK2: Companies or organizations can provide personalized
advertising messages through information on mobile devices and
mobile commerce.

MPK3: If a mobile commerce service provider has a stated privacy

policy, it does not necessarily mean they will not disclose my personal

information to other companies or organizations. Park and Jang
MPK4: Mobile commerce service providers may share my personal (2014)
information with subsidiaries or affiliates without my consent.

MPKS5: Government privacy protection regulations do not necessarily
limit the retention time for a company or organization that stored or
archived private data.

MPK6: Legal authorities can track my geographic location through
mobile devices or mobile commerce Apps.

MPK7: Mobile phone manufacturers, network operators, and service
providers may have legal concerns about tracking my mobile device
and mobile commerce Apps.

Mobile Privacy Skills

MPSI: I can carefully read the instructions for using and protecting

personal information on mobile devices and mobile commerce Apps.

MPS2:I can lock my mobile device and mobile commerce Apps with

a password, fingerprint, or facial recognition.

MPS3:I can modify the privacy and security settings of mobile

devices and mobile commerce apps.

MPS4:1 can control the network connection settings in the mobile Park and Jang
device, such as mobile network and Wi-Fi preferences or network (2014)
sharing.

MPSS5:1 can control the permission settings of mobile devices and

mobile commerce apps to avoid personal information leakage.

MPS6:1 can control my mobile device and mobile commerce apps to

access GPS geo-tracking data.

MPS7: I can carefully understand which files or data inside the mobile
device are used by the mobile commerce service providers.
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