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Retaliation on Social Media: Elucidating the Roles of Perceived
Betrayal in Forming Negative Megaphoning in Data Breach
Crises

I-Huei Cheng, Chia-Yin Wang

Abstract

Aiming to explicate the mechanism of how negative megaphoning on social media is
induced during a corporate crisis, the current study examines the central role of perceived
betrayal in the formation process of online retaliation. Expanded from previous theories,
the integrated conceptual model proposes that perceived defensiveness in crisis response
will lead to stronger perceptions of betrayal, which further predicts the intention of negative
megaphoning online. Based on structural equation modeling analysis, the survey results
(N=716) suggest that the effects of perceived defensiveness on negative megaphoning were
moderated by previous organization-public relationship and then mediated by the perceptions
of betrayal. Perceived betrayal appeared to be a key mediator in crisis communication
process with an effect path to negative megaphoning on social media that is intrinsically
moderated by personal level of self-disclosure in the online setting. The theoretical and
practical implications for crisis communication in general and specifically in the context of
data breaches are discussed.
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Introduction

The unauthorized access and theft of consumer information is becoming a recurrent
reality in recent years (Brown, 2016; Kuiper & Schonheit, 2021; Lulandala, 2020). In data
breach crises, corporations are faced with threats of illegal data harvest, misuse of consumer
data, or failures to safeguard consumer information (Kuipers & Schonheit, 2021; Lulandala,
2020). Companies’ market value and reputation would suffer in a data breach incident, where
perceptions of trust and issues of privacy become vital topics for the management (Dwyer,
Hiltz & Passerini, 2007; Foecking, Wang & Huynh, 2021).

Data breach incidents on social media that have large numbers of users worldwide are
worthy of in-depth examination, particularly Facebook (Badshah, 2018; Foecking et al.,
2021; Lulandala, 2020; Sen & Borle, 2015). In 2013, an app called “This Is Your Digital
Life” collected personal data of Facebook users’ friends via Facebook’s Open Graph
platform. Up to 87 million Facebook profiles were harvested by the app and then used by a
British political consulting firm called Cambridge Analytica to assist the U.S. presidential
campaigns of Donald Trump in 2016 (Confessore, 2018). The incident was disclosed to
media in 2018 and then known as the “Facebook—Cambridge Analytica data scandal”
(Lulandala, 2020).

After the news reporting on the scandal, in which Facebook had already learned about
the data misuse but did not notify the affected users (Reints, 2018), the company was faced
with boycott from advertisers and loss of hundreds of billions in its company value (Lulandala,
2020). In 2019, Facebook was fined to pay $5 billion by the U.S. Federal Trade Commission
for privacy violation, and $100 million to U.S. Securities and Exchange Commission for
misleading investors (McCallum, 2022). Facebook changed its name to Meta in 2021, and
in the next year Meta agreed to pay $725 million to settle legal action over the data breach
(McCallum, 2022).

Incidents of data breaches become corporate crisis once it appears in the media,

and they pose challenges on company reputation that can take a long time to recover
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(Kim, Johnson & Park, 2017; Wang & Park, 2017). Corporate reputation is a cognitive
representation of a firm’s actions and ability to achieve accomplishments to its stakeholders
(Fombrun & Gardberg, 2000), and it is also a reflection of how the publics perceive its
relationship with the organization that is largely based on trust and commitment (Ki & Hon,
2007; Hon & Grunig, 1999). However, corporate reputation or previous organization-public
relationship can be viewed as a “double-edged sword,” that burdens companies with greater
liability in a time of crisis (Sohn & Lariscy, 2015). Past scholars hold different views as far
as how corporate reputation or previous organization-public relationship may “buffer or
backfire” in crises (e.g., Bennett & Gabriel, 2001; Lyon & Cameron, 2004; Sohn & Lariscy,
2015; Zheng, Liu & Davison, 2018). Limited research has empirically tested the interplaying
relationship of corporate reputation and crisis responses as a mediated communication
process. Especially if focusing on the construct of perceived betrayal, the effect of audiences’
previous relationship with the organization—whether such prior cognitive assessment of the
organization intensifies the level of expectation and thus perception of violation, is worthy to
be examined and verified in a crisis context of data breach.

Additionally, there remains to be a deficit in crisis communication scholarship that
closely investigate negative information transmitting behavior on social media. Negative
word-of-mouth or negative megaphoning is a form of public retaliation, and even more so
on social media. Negative information sharing on social media can more influentially reach
a group of networked publics via the internet, which is not limited by time or geographical
location (Liu, Li, Ji, North & Yang, 2017; Zheng et al., 2018; Zhao, Zhan & Ma, 2020).
Extant social-mediated crisis communication research was largely oriented on identifying
appropriate response strategies and examining the results as a function of crisis type, media
source, or message rhetoric (e.g., Coombs & Holladay, 2008; Jin, Liu & Austin, 2014; Liu,
Austin & Jin, 2011; Moisio, Capelli & Sabadie, 2021; Zhao et al., 2020; Wang, Cheng &
Sun, 2021; Wang, Zhang, Li, McLeay & Gupta, 2021; Utz, Schultz & Glocka, 2013), with
less interest in investigating the formation process of online negative megaphoning (Wang et

al., 2021a; Wang & Dong, 2017).
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Self-disclosure is a pivotal construct in understanding people’s online behaviors (Trepte
& Reinecke, 2013; Reinecke & Trepte, 2014), but it has not yet been incorporated into the
conceptualization of social-mediated crisis communication process. Not only that using social
media almost by default requires a certain level of self-disclosure—revealing information
about self (Cozby, 1973; Greene, Derlega & Mathews, 2006; Nguyen, Bin & Campbell,
2012), there is a spiral effect found between online self-disclosure and social media (Trepte
& Reinecke, 2013). Social motivators and psychological dispositions in using social media
are also boosting reinforcements for online self-disclosure. Online self-disclosure may
expedite the effects of perceived betrayal on negative megaphoning on social media because
declaring dissent upon a sense of betrayal and injustice can fulfill the underlying needs
for self-expression and social validation (Chung & Cho, 2017; Derlega, Metts, Petronio &
Margulis, 1993; Lin, Levordashka & Utz, 2016). Thus, in our study we believe online self-
disclosure should be connected to the intention of online negative megaphoning during a
corporate crisis.

Since previous research had not yet delineated the process of online communication
about data breach crises with consideration of prior corporate reputation, crisis response,
perception of betrayal, and online self-disclosure, we propose to test an integrative
model with three major purposes in the current study: 1) to examine the interaction
effect of previous organization-public relationship and crisis response efficacy in crisis
communication; 2) to test the role of perceived betrayal in inducing the intention of online
negative megaphoning post a crisis; and 3) to explore the interaction effect of online

disclosure and perceived betrayal on negative word-of-mouth in data breach crises.

Literature Review

Negative Information Transmitting Induced by Perceived Betrayal

In times of crisis and conflicts, negative information may be transmitted as people’s

emotions and reactions are prompted by the situations (Berger, 2014; Heath et al., 2001;
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Koenig, 1985; Jones & Skarlicki, 2013; Brynielsson, Granasen, Lindquist, Quijano, Nilsson
& Trnka, 2018). How publics communicate information about an organization to others, that
is, word-of-mouth (WOM) behaviors targeted toward organizations, can be conceptualized
as information transmitting behavior that contains theoretical dimensions such as valence
and activeness (Moon, Rhee & Yang, 2016; Kim & Grunig, 2011; Kim & Rhee, 2011; Herr
et al., 1991; Westbrook, 1987). Earlier studies have demonstrated that WOM can impact
consumers’ attitudes and purchase intention (Bearden, Netemeyer & Teel, 1989; Laczniak,
DeCarlo & Motley, 1996; Mahajan, Muller & Bass, 1990).

Motivations of WOM that have been discussed in literature broadly include entrainment
to others, seeking emotional support, and even self-enhancement through the projection of
a selected version of oneself on social media (Berger, 2014; Sundaram, Mitra & Webster,
1998; Krishna & Kim, 2020), as well as vengeance and altruism for negative experiences
(Hennig-Thurau, Gwinner, Walsh & Gremler, 2004; Sundaram, Mitra & Webster, 1998;
Krishna & Kim, 2020). Negative WOM has been found to have stronger effect than positive
WOM in changing consumers’ evaluation (Laczniak et al., 1996; Moon et al., 2016). In
particular, research has suggested that discontented or frustrated consumers are more likely
to proactively engage in transmitting negative information about the company, while satisfied
consumers may not necessarily spread positive WOM (Richins, 1987; Moon et al., 2016).

Negative word-of-mouth (WOM) during a corporate crisis, that is, sharing unfavorable
information about the incident and the company, can be viewed as a form of public retaliation
(Bean et al., 2016; Grégoire & Fisher, 2008; Moon et al., 2016; Schultz, Utz & Gdéritz, 2011;
Utz et al., 2013; Wangenheim, 2005). Consumers’ actions that are targeted to punish and
create troublesomeness to a firm for the damages it instigated are retaliations (Bechwati &
Morrin 2003; Grégoire & Fisher, 2008). Previous research has shown that different corporate
response strategies in a crisis can influence individuals’ intention to spread the word offline
and online (e.g., Roh, 2017; Grappi & Romani, 2015; Schultz et al., 2011; Utz et al., 2013;
Xiao et al., 2018; Wang et al., 2021b; Zheng et al., 2018). The post-crisis process of publics’

transmitting negative information about the company has also been called as secondary crisis
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communication and considered as continuously harmful to corporate reputation (Bean et al.,
2016; Utz et al., 2013).

Online or electronic WOM is defined by Hennig-Thurau, Gwinner, Walsh, and
Gremler (2004) as “any positive or negative statement made by potential, actual, or former
customers about a product or company, which is made available to a multitude of people and
institutions via the Internet” (p. 39). Negative online WOM can also be termed as negative
eWOM, online negative information transmitting, or online negative megaphoning (Kim &
Rhee, 2011; Moon et al., 2016; Rosario, de Valck, K. & Sotgiu, 2020). Online megaphoning
is distinctly different from traditional WOM, because it has much more extensive reach via
the Internet and the transmission is much less restricted by time and place (Berger, 2014;
Hennig-Thurau, Gwinner & Gremler, 2002; Rosario et al., 2020). Recent studies suggested
that corporations might be able to effectively respond to a crisis either through lessening the
instances of negative megaphoning or increasing positive megaphoning on social media (i.e.,
Roh, 2017; Wang et al., 2021Db).

Among the few that included online word-of-mouth as an important outcome variable
in their crisis communication studies, Roh (2017) tested the effects of media source and
response strategy and found anger and social vigilantism are predictors for online word-of-
mouth; while Wang et al. (2021b) tested the effects of corporate responses to the coronavirus
on positive word-of-mouth online. But overall, the psychological mechanism of how
individuals are activated and driven to engage in negative megaphoning on social media in
the context of organizational crisis has been underexplored (Roh, 2017).

The formation of negative WOM in crisis communication may involve a cognitive
process in which perceptions of betrayal play a key role, as suggested by the justice
theory (Brockner & Wiesenfeld, 1996). Similar to the arguments in the line of literature
on expectancy violations, justice theory also discusses that individuals would experience
a cognitive discomfort created by the discrepancy between what was expected and what
actually happened, in their reasoning process (Burgoon & Miller, 1985; Jones & Skarlicki,

2013; Roh, 2017). But with a greater emphasis on post-event mechanism of restoring
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fairness, justice theory lends insights for understanding how publics engage in negative
megaphoning on social media after an organizational crisis.

According to justice theory, if consumers sense that a company fails to meet their
expectations, such as experiencing service failure, they would engage in mechanisms of
retaliation to redress grievances and to restore fairness in the procedure (Grégoire & Fisher,
2008; Walster, Berscheid & Walster, 1973). Transmitting negative information about the
company is a form of retaliation taken by consumers who are disappointed. In that token,
negative WOM during a corporate crisis is provoked by a sense that the company is violating
what is normative and betraying publics’ trust (Elangovan & Shapiro, 1998; Koehler &
Gershoff, 2003).

Theoretically, perceived betrayal is a key conceptual factor in attributing to negative
WOM during crisis communication process. In earlier research, perceived betrayal has been
defined as a customer’s belief that a company intentionally violates fairness norms in the
context of relationships (Elangovan & Shapiro, 1998; Grégoire & Fisher, 2008; Koehler &
Gershoff 2003; Ward & Ostrom, 2006). Ward and Ostrom (2006) referred to betrayal as the
underlying motivation for online consumer protest. Previous studies revealed that acts of
betrayal, such as companies lying, breaking promises, or disclosing confidential information,
are difficult to forgive and forget (Elangovan & Shapiro, 1998; Finkel, Rusbult, Kumashiro
& Hannon, 2002).

Although sense of betrayal is often experienced along with feelings of anger and
dissatisfaction, they are different constructs (Bougie, Pieters, R. & Zeelenberg, 2003; Smith,
Bolton & Wagner, 1999). Emotions of anger and dissatisfaction may occur out of a relational
context, but betrayal involves a cognitive appraisal and reference to the norms regulating
a relationship. More specifically, perception of betrayal calls upon on a formation process
of beliefs about a violation or infringement of normative standards (Elangovan & Shapiro,
1998; Grégoire & Fisher, 2008; Ward & Ostrom, 2006). In the survey study by Grégoire &
Fisher (2008), it was just found that perceived betrayal explained more variance in retaliation

than the measure of anger.
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As betrayal is considered by scholars as a cognitive concept in its nature, it is a more
extreme cognition than expectation disconfirmation and involves a thinking process of
assessing the outcomes (Bougie et al., 2003; Grégoire & Fisher, 2008; Koehler & Gershoft,
2003; Oliver, 1996). Actions directed to restore fairness, such as engaging in negative
megaphoning, should thus be also considered as behavioral outcomes that are deliberate
and conscious (Bechwati & Morrin, 2003; Grégoire & Fisher, 2008; Walster et al., 1973).
In the current study, we consider perceived betrayal to be a central motivating factor that
drives negative megaphoning on social media in a crisis communication process, which

encompasses earlier effects from corporate responses.

Perceptions of Defensiveness in Crisis Response

Similar to the theorization of perceived betrayal, crisis communication scholars
also consider that crisis often occurs when an organization’s actions go against the public
expectations and thus corporate reputation is challenged (Coombs, 2018; Zhao et al., 2020).
But previous crisis communication research places the focus on identifying effective crisis
response strategies, with limited effort to explicate the underlying mechanism of how a
negative behavioral outcome, particularly negative megaphoning, is fostered in the online
communication environment. So, the current study is also aimed to expand the relevant
theories in previous crisis communication research and explore the important factors that
influence negative megaphoning in reaction to an organization crisis response on social
media at the individual level.

The Situational Crisis Communication Theory (SCCT, Coombs, 1995) is a theory that
has wide acceptance in the crisis communication research and remains to be often cited in
social-mediated crisis communication research (Wang et al., 2021b). The theory proposed
that organizations should determine how much the public consider the organization supposed
to bear the responsibility and then decide on the optimal crisis response accordingly to restore
corporate reputation (Coombs, 2002, 2007; Coombs & Holladay, 1996, 2002, 2022; Coombs
& Schmidt, 2000). Lending the concepts from the attribution theory (Weiner, 1985), Coombs
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(1995) considered that organization’s responsibility in a crisis is dependent on the cause
attribution, which involves situational assessment of the “intentionality” or “locus of control”
(internal vs. external) of the negative incident. In later work, Coombs and his colleagues
classified crises situations into three clusters in which the organization has a varying level
of responsibility: victim cluster (e.g., natural disasters, rumors, and product tampering,
where an organization would have a low level of responsibility), accidental cluster (e.g.,
product recall due to defect in design, where an organization would have a moderate level of
responsibility), and preventable cluster (e.g., illegal conducts and intentional deceptions, in
which an organization would have a high level of responsibility) (Coombs & Holladay, 1996;
Coombs, 2007; Zhao et al., 2020).

It is believed that organizations should opt for a crisis response strategy that well
matches with the level of responsibility in public expectation in order to effectively alleviate
the negative perceptions (Coombs, 1995, 2007; Liu et al., 2011; Schneider, Boman & Akin,
2021). Adapting the work of earlier scholars (McLauglin, Cody & O’Hair, 1983), Coombs
(1995, 2007) proposed that crisis response strategies are on a defensive—accommodative
continuum: defensive strategies are those responses that include more of denial (i.e., refusing
to have any responsibility) or diminishment (i.e., reducing the responsibility through excuses,
justification or positioning self as a victim), while accommodative strategies involve more
of reinforcement (i.e., earning support through reminders of past good work or ingratiation)
or rebuilding (i.e., offering an apology and even compensations). In short, SCCT argues that
corporations should employ a response strategy (ranging from accommodation to defense)
that is best suited for the crisis situation that may be at different degrees of blame (ranging
from an intentional and preventable human mistake to a natural disaster that is mostly
uncontrollable).

According to Coombs (1995, 2007), a defensive crisis response strategy would
work better in a situation of victim cluster, while a more accommodating strategy would
be required for a situation in the preventable cluster where an organization is expected

to accept more responsibility. Such propositions were supported in some experimental
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studies (e.g., Coombs & Holladay, 2002; Sisco, 2012). Coombs (2007) reminded that
what truly determines the level of organization’s responsibility in a crisis is the perceived
reality of publics, and the management process of crisis communication should begin with
understanding the public perceptions of the crisis situation and stress on how the corporate
responses are interpreted by the audience. But overall, Coombs (1995, 2007; Coombs &
Hollady, 2002) argued that defensive crisis responses would elicit negative perceptions and
attitudes when publics expect the organizations to resume more crisis responsibility.

Recent studies demonstrate some evidence that negative megaphoning on the internet in
reaction to a crisis can be curtailed by corporate responses (Roh, 2017; Wang et al., 2021b,
Zhao et al., 2020). For example, in the content analysis of corporations’ crisis responses on
social media conducted by Zhao et al. (2020), it was found that more accommodating rhetoric
such as issuing an apology or suggesting corrective efforts would be connected to more
positive audiences’ comments online. It is also suggested that in the event of data breach
crisis the company should express remorse and manifest its apology, which was found to
help rebuild corporate reputation, increase future purchase intention, and mitigate consumers’
negative WOM (Bentley & Ma, 2020). The findings in these studies imply that certain
accommodating crisis responses may effectively reduce negative megaphoning intention; and
in the opposite, perceived defensiveness in crisis responses would increase people’s intention
to spread negative words about the company, which can be linked to the earlier discussion on
justice theory and perception of betrayal.

As previously elaborated, negative WOM in crisis communication is a consumer’s
protest and attempt to restore fairness after perceiving betrayal—believing that a company
intentionally violates norms and expectations in the context of relationships (Brockner
& Wiesenfeld, 1996; Elangovan & Shapiro, 1998; Grégoire & Fisher, 2008; Koehler &
Gershoff 2003; Ward & Ostrom, 2006). In that vein, when a company is expected to accept
more responsibility in a crisis, defensive corporate responses are likely to activate the
formation process of such beliefs about violation or infringement of normative standards, and

this perception of betrayal can lead to retaliation and protests (Elangovan & Shapiro, 1998;
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Grégoire & Fisher, 2008; Ward & Ostrom, 2006).

Thus, integrating the justice theory and situational crisis communication theory, we
propose a crisis communication model where perceived defensiveness in a corporation’s
crisis response as a measure of how individuals make judgement about the company’s action
in the situation will cognitively affect their sense of betrayal in the assessment process of
fairness; and in furtherance, perceived betrayal will affect the audience’s intention to engage
in retaliation behaviors of online negative megaphoning. Considering perceived betrayal as a
mediating factor in the crisis communication process, the first two hypotheses are proposed
as follows:

H1: Perceived defensiveness in crisis response increases perception of betrayal.

H2: Perceived betrayal increases the intention of online negative megaphoning.

Previous Organization-Public Relationship in Crisis Communication

When communicating about a crisis, companies that are trusted more may seem to
benefit from its reputation and thus a higher level of credibility. However, empirical studies
that inspected the effect of corporate reputation in crisis communication had been limited
with mixed findings. Some consider previous corporate reputation could offer a shield for the
company or a halo effect, in which organizations that have good reputation would be trusted
more and less blamed for the negative incident (Bennett & Gabriel, 2001; Sohn & Lariscy,
2015; Zheng et al., 2018). For example, Benette & Gabriel (2001) stated that, “a well-
managed and carefully nurtured corporate reputation can be stored over time to the extent
that banked goodwill cushions the adverse consequences of bad publicity” (p. 390).

The theoretical explanation for the buffering effects of reputation can be lent from
Festinger’s (1957) cognitive dissonance theory. According to the theory, consumers are
motivated to selectively pay attention to information that is consistent with their preexisting
beliefs. This psychological inclination of reclaiming and construing information according
to an individual’s previously held beliefs and preferred suppositions is confirmation bias

(Nickerson, 1998; Tao, 2018). Confirmation bias can be viewed as a coping strategy for
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reducing discomfort experienced as adverse pressure produced by conflicting perceptions
between existing beliefs (e.g., prior-relationship) and newly observed information (e.g., a
crisis incident or a corporate response) (Elliot & Devine, 1994; Festinger, 1957; Tao, 2018).
For example, in order to keep internal cognitive consistency, individuals will likely discount
or dismiss negative information about a company that they previously trust (Dawar &
Pillutla, 2000; Dowling, 2001; Sohn & Lariscy, 2015).

On the other hand, the expectancy violations theory would argue the opposite, as the
theory posits that people drastically change their prior assessments of specific others when
observing the unexpected in the interpersonal relationships (Burgoon, 1993; Afifi & Metts,
1998). Expectancy violation theory is applicable to stakeholders’ relations with organizations
because people tend to view companies as conscious social actors (Davies, Chun, da Silva
& Roper, 2001, 2004; Dowling, 2001; Love & Kraatz, 2009; Sohn & Lariscy, 2015). Publics
see organizations as exchange partners that possess characters such as trustworthiness and
reliability, and evaluate them based on these qualities (Love & Kraatz, 2009; Sohn & Lariscy,
2015). Positive evaluation of a company prior to a crisis leads to higher expectations that
the trusted organization will accept the responsibility for its misconduct and take corrective
actions in response to the crisis, as in a contractual relationship. Therefore, an organization’s
defensive response to their wrongdoing will go farther against what had been expected of
them, leading to an even heightened perception of betrayal or morality violation (Barnett,
Jermier & Lafferty, 2006; Helm & Tolsdorf, 2013; Zheng et al., 2018).

Scholars taking the view of expectancy violation theory will consider that positive
reputation would boomerang in crisis communication (Sohn & Lariscy, 2015; Lyon &
Cameron, 2004; Zheng et al., 2018). The study by Zheng et al. (2018), for example,
conceptualized corporate reputation as an attitudinal evaluation of a company and confirmed
that more positive corporate reputation increased perceptions of morality violation toward
the firm in a crisis. Similarly, it has been found that customers may experience even a greater
sense of betrayal and a higher violation of fairness if their previous level of satisfaction or

trust in the company was higher. It was described as a “love becomes hate” phenomenon
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(Grégoire & Fisher, 2008), just as an individual may be more distressed when being criticized
by a group they identified with or when offended by a close friend (Moreland & McMinn,
1999; McCullough, Rachal, Sandage, Worthington, Brown & Hight, 1998).

Organizational and social psychologists also found amplifying effect of relationship
intensity on perception of betrayal (Brockner, Tyler & Cooper-Schneider, 1992). In that way,
customers are likely to take offense and feel especially hurtful if they consider themselves
mistreated by a company they used to trust. In other words, while infringement of fairness
norms generates a sense of betrayal, consumers who have a stronger relationship with a firm
may perceive an even greater level of such violation (Grégoire & Fisher, 2008).

The above examples overall suggest that there is a substantial effect of previous
relationship quality on the course of fairness assessment. The concept of relationship
quality in the interpersonal context is much the same as the concept of trust in a company
or corporate reputation in business settings. In earlier research on service selling, quality
relationship involved constructs of trust and relationship satisfaction, where trust refers to
customer’s confidence that a company is dependable, and relationship satisfaction is an
affective state based on the evaluation of all relationship outcomes over time (Crosby, Evans
& Cowles, 1990). Later research on retailer-consumer relationship proposed an additional
dimension of commitment, defined as a customer’s desire to maintain a relationship with a
firm (De Wulf, Oderkerken-Schréder & lacobucci, 2001).

In communication practices, organizations maintain the definitive objective to build
positive relationships with their publics, and the concept of organization-public relationship
(OPR) has been extensively studied (Broom, Casey & Ritchey, 2000; Cheng & Lee, 2023).
Earlier theorization of organization-public relationship (OPR) suggests that the construct
includes several subset dimensions, such as trust, commitment, and satisfaction (Grunig, L.A.,
Grunig, J. E. & Dozier, 2002; Hon & Grunig, 1999). The current study examines previous
organization-public relationship that is denoted by the concept of trust as it is the most central
dimension (Bruning, Castle & Schrepfer, 2004; Cheng & Lee, 2023).

In sum, previous theoretical propositions offer explanations of how previous
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organization-public relationship can be instrumental. In a time of crisis, previously-held
quality relationship with an organization can affect the cognitive appraisal of corporate
information. Following the expectancy violation theory and the existing literature focused
on prior-relationship and betrayal assessments, we consider previous OPR can intensify
the effect of perceived defensiveness in the crisis response messages on sense of betrayal
(Grégoire & Fisher, 2008; Crosby et al. 1990; De Wulf et al. 2001; Hennig-Thurau et al.
2002; Sohn & Lariscy, 2015; Zheng et al., 2018). Previous research has not yet tested how
the effect of corporations’ crisis responses may interplay with previous organization-public
relationship in a communication process that involves perception of betrayal and intention
of online retaliation. In addition, how audience perceptions of crisis responses and previous
OPR may interact in a data breach crisis has not yet been tested in previous studies.

Thus, extending the previous hypothesis that perceived defensiveness in crisis
response increases perception of betrayal, and following the researchers who have found
that relationship quality would intensify individuals’ expectation of a company’s moral
obligations and acceptance of crisis responsibility, we further propose that previous
organization-public relationship is a moderator in the effect path from stakeholder’s
assessment of corporation’s crisis response to perception of betrayal, with the following
hypothesis:

H3: Previous organization-public relationship moderates the effect of perceived
defensiveness in crisis response on perceived betrayal. That is, as relationship quality
increases, individuals experience a stronger effect of response defensiveness on perceived

betrayal.

Self-Disclosure and Online Megaphoning

The formation process of negative online WOM may not be thoroughly conceptualized
without consideration of individuals’ self-disclosure behaviors on social media. In
previous literature, the use of social media has been closely examined with relations to the

psychological and societal implication of online self-disclosure (e.g., Nguyen et al., 2012;
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Smock, Ellison, Lampe & Wohn, 2011; Trepte & Reinecke, 2013). The psychological
disposition for online self-disclosure is linked with the use of social media, such that
individuals with a stronger inclination of self-disclosure show a higher tendency to use
social media more. In the meantime, the use of social media raises the level of willingness to
self-disclose online. Scholars suggested that there is an effect of socialization in the online
environment, in which self-disclosing behaviors are reinforced through social capital in the
virtual social networks (Trepte & Reinecke, 2013). That is, self-disclosure can be rewarded
via increased social contacts and friendships (Hargittai & Hsieh, 2010; Nosko, Wood &
Molema, 2010; Steinfield, Ellison & Lampe, 2008).

Self-disclosure has been found to be an elemental attribute for communicating in social
media. The concept of self-disclosure is defined as an individual’s verbal and nonverbal
communication revealing information about him/herself (Cozby, 1973; Greene et al., 2006;
Nguyen et al, 2012). Using social media almost by default requires a certain level of self-
disclosure, as the online platforms allow users to share their own life such as by posting
messages about their daily events and uploading pictures of themselves, and chat about these
contents with other users on the friends-lists or the audiences pre-determined in other settings
(Smock et al., 2011). In fact, intimate self-disclosure has been found to be a very common
practice on social media (Joinson, Reips, Buchanan & Schofield, 2010; Ledbetter, Mazer,
DeGroot, Meyer, Mao & Swafford, 2011; Nguyen et al., 2012).

Online self-disclosure has been identified as a compelling factor in how and how much
people use social media. In the longitudinal panel study conducted by Trepte and Reinecke
(2013), it was found that individuals’ disposition for online self-disclosure had a positive
effect on their use of social media, which in turn further strengthens their disposition for
more self-disclosure online. In other words, online self-disclosure is driven by social and
psychological motives and serves as a vital factor in the processes of digital communication.
But the concept has been rarely considered when studying online word-of-mouth, a
consumer-generated communication that employs digital tools (Rosario et al., 2020).

Previous crisis communication research that attempted to address online word-of-mouth has
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also yet to examine the influence of psychological deposition of self-disclosure.

The psychological deposition of self-disclosure may include fulfilling an individual’s
need for expression, self-clarification, social validation, social control, and relationship
development (Chung & Cho, 2017; Derlega et al., 1993; Lin et al., 2016). Online self-
disclosure is in a form of public broadcasting on social media that mimics personal contacts
and provides social satisfactions just like self-disclosure in interpersonal relationships
(Chung & Cho, 2017; Lin et al., 2016). Driven by such psychological and social needs of
online interactions and connections, individuals who possess a higher degree of online self-
disclosure can be further motivated to have their personal voice heard by their network of
audiences on social media when perceiving a sense of betrayal in the wake of a corporate
response to a crisis. Consequently, it is likely that online self-disclosure can deepen the
effect of perceived betrayal on negative megaphoning in the crisis communication process.
To better depict the process of how negative megaphoning is elicited on social media
platforms during an organizational crisis, we propose that online self-disclosure interplay
with the perception of betrayal in affecting the behavioral intention to engage in the online
communication form of retaliation, with the last hypothesis as follows:

H4: Deposition of online self-disclosure moderates the effect of perceive betrayal on
intention of negative megaphoning. That is, online self-disclosure will increase the effect of

perceived betrayal on negative megaphoning.

Figure 1
The proposed model and hypotheses

Previous
OPR

H3

Perceived Perceived
defensiveness betrayal
H1 H

Online self-
disclosure
H4
Negative
) megaphoning
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Method

Pilot Study

To provide reference materials that enable research participants to make reliable
assessments when answering questions in the formal survey, a pilot study was conducted.
The present study selected the case of Facebook—Cambridge Analytica data scandal as
the context to explore the psychological process of crisis communication in corporate data
breaches. The social media posts of Mark Zuckerberg, the Facebook CEO at the time of the
crisis were adapted in developing the background materials as the official announcements
that were in about the same length. The pilot study pre-tested two versions of statements
that were designed to prompt varying levels of perceptions, with one statement mainly
acknowledging the data breach incident, and the other including clearer apologies and a plan
of corrective actions. The materials were tested on a sample size of 37 college and graduate
students (16 undergraduates and 21 graduates; 24 females and 13 males). The results showed
that the two crisis response statements were confirmed to be perceived significantly different

in the level of perceived defensiveness (F, ;5=33.83, p<.01).

Formal Survey

Following the pretest of case materials, an online survey was formally conducted among
students in four universities in Taiwan. We used college students as our purposive samples
because of their familiarity with social media, making them appropriate research participants
for the purpose of our study. Recruitment information for research participation was placed
on student organizations’ Facebook fanpages and on PTT, a popular social networking
site among college students in Taiwan. After screening for qualified participants with the
attention-check question that asked whether they have read the survey material carefully, the
final sample size was 716. In the final sample, the average age of the participants was 24.

About 63% of the respondents were female, and about 37% were male. In terms of education
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level, the majority reported college-level (about 61%), and some stated graduate-level (39%).
Almost all the respondents reported that they used social media everyday (about 97%).

In the survey, the respondents were first asked about their general use of social media
and impression about the Facebook, followed by reading the company’s statements. With a
randomizer embedded in the survey link, half of the respondents viewed the announcement
that employed a justification response strategy, and the other half viewed the announcement
that was in a more apologetic tone and addressed more corrective actions as a rebuilding
response strategy in the crisis situation. Lastly, the respondents were asked about their
reactions with regards to perception of betrayal and intention of negative megaphoning on

social media.

Measurements

Perceived defensiveness in crisis response

The perceptions of organization’s crisis responses were evaluated based on Coombs
& Holladay’s (2002) conceptualization, in which crisis response strategies may span from
accommodation to defense. The respondents rated the how they perceived the corporate
reactions to the crisis with three items, including “Facebook was willing to take responsibility
(reversed),” “Facebook conveyed an apology (reversed),” and “Facebook did not take on its
responsibility.” All the three items were measured on 5-point Likert scales with higher scores
indicating a stronger agreement level (M=3.16, SD=1.49, Cronbach s a =.94).

Perceived betrayal

Based on Grégoire and Fisher (2008), the level of perceived betrayal was assessed with
four items, including “I felt cheated,” “I felt betrayed,” “the company,”Facebook tried to
abuse users like me,” and “the company,”Facebook violated social expectations.” All the
three items were answered on 5-point Likert scales with higher scores indicating a greater
level of agreement (M=4.02, SD =.89, Cronbach's a =.93).

Previous organization-public relationship

Pre-existing perception of the corporation was conceptualized as the previous
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organization-public relationship (OPR) and proposed as a moderator for the effect of crisis
response on sense of betrayal in the current study. The measurements for previous OPR that
focused on trust were adapted from earlier studies on organization-public relationship (i.e.,
Ki & Hon, 2007; Hon & Grunig, 1999). The four items were: “This organization ~ Facebook
treats users like me fairly and justly,” “I am very willing to let this organization,~Facebook
make decisions for people like me,” 1 feel very confident about this organization’s skills”,
and “I think it is important to watch this organization,” Facebook closely so that it does not
take advantage of people like me (reversed).” All the items were also measured on 5-point
Likert scales with higher scores indicating stronger level of agreement (M=3.47, SD=1.17,
Cronbach's a. =.88).

Online self-disclosure

The level of self-disclosure on social media was proposed as a moderator in the current
study. The measurements of self-disclosure on social media were adapted from the online
self-disclosure items used in Gibbs, Ellison, and Heino (2006). The four items were “I am
always honest in my self-disclosure on social media,” “The thing I reveal about myself
on social media are always accurate reflections of who I really am,” “I often discuss my
feelings about myself on social media,” and “I usually communicate about myself for fairly
long periods at a time on social media.” All the four items were also measured on 5-point
Likert scales where higher scores indicate stronger level of agreement (M=3.98, SD=.91,
Cronbach's a.=.93).

Negative megaphoning on social media

The intention to engage in negative information dissemination on social media was
measured with items adapted from the Information Transmitting Behaviors scale developed
and tested by Moon et al. (2016). Six intention items were composed as a compound scale
of negative megaphoning behaviors, such as “l would spontaneously share some negative
reports about Facebook on social media,” and “If there is someone who says a good word
for the Facebook, I would write comments with the opposite view.” The items were also

measured on 5-point Likert scales of agreement with a higher score meaning a greater level
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of agreement (M=3.80, SD=1.16, Cronbach’s o. = 96).

Results

SEM procedures and analyses

In addition to the reliability assessment, a confirmatory factor analysis was conducted
to ensure the measurements’ construct validity, prior to testing the conceptual model. The
average extracted variances (AVE) for all factors ranged between .79 and .91, and the
composite reliability (CR) values were between .94—.98, as shown in Table 1, indicating
good convergent validity. The heterotrait-monotrait (HTMT) ratios for pairs of constructs
were all below the suggested value of .90 (Henseler, Ringle & Sarstedt, 2015), which also
provided support of discriminant validity. The structural equation modeling procedure
was performed using JASP Version 0.17.2, with the method of the maximum likelihood
being used for model estimation. In the conceptual model, as shown in Figure 1, perceived
defensiveness was entered as the independent variable, perceived betrayal as the mediator,
and negative megaphoning as the outcome variable; additionally, the interaction term of
perceived defensiveness and previous OPR was tested for its effect on the perception of
betrayal, and the interaction term of perceived betrayal and online self-disclosure was tested
for its effect on negative megaphoning. The Hypothesis testingof data analysis indicated
good model fit (RMSEA =.04, 90% C.I., RMSEA=.04 [.038, .066], SRMR=.08, CFI=.94).
Model chi-square=818.46 (df=148, p<.01). The structural equation modeling analysis results

are reported in Figure 2.
Hypothesis testing

Following the modeling analysis, the paths in the conceptual model were then inspected
to address the proposed hypotheses in the study. The data analysis outcomes are reported
below:

Hypothesis 1. The first hypothesis postulated that perceived defensiveness in crisis
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communication response would provoke perceptions of betrayal in the process of crisis
communication. The path between perceived defensiveness and perceived betrayal was
statistically confirmed to be positive (standardized path coefficient=.37, p<.001). Thus, H1
was supported.

Hypothesis 2. Perceived betrayal was proposed to further predict intention of negative
online megaphoning. The results indicated that the path from perceived betrayal to negative
online megaphoning was also statistically positive (standardized path coefficient=.25, p<
.01). Hence, H2 was supported.

Additional analysis was performed to test whether perceived betrayal was a mediating
factor that is affected by perceived defensiveness in crisis response and further predicts
negative megaphoning on social media. To examine this mediation process, we inspected the
indirect effect in the paths from perceived defensiveness to negative megaphoning through
perceived betrayal. The results showed the indirect effect was significant (f =.45, p<.05, 95%
CI [.42-.50]), confirming the role of perceived betrayal as a central mediator in the online
crisis communication process that results in negative megaphoning.

Hypothesis 3. The H3 addressed the moderating influence of previous organization-
public relationship, which modify the effect of perceived defensiveness on perceived
betrayal. The statistical result showed that the effect path was positive (standardized path
coefficient=.32, p<.01), indicating that better relationship with the organization would
intensify individuals’ sense of betrayal. Based on the analysis, H3 was supported.

Hypothesis 4. In the last hypothesis, online self-disclosure was proposed to be a
moderator in the effect path from perceived betrayal to online negative megaphoning. The
analysis showed that online self-disclosure did reinforce the effect of perceived betrayal on
eliciting more negative megaphoning on social media (f=.23, p<.001). Therefore, H4 was
confirmed.

Further analysis was performed to test the mediation effect of the interaction term of
perceived betrayal and online self-disclosure in the model. The indirect effect in the paths

from perceived defensiveness to negative megaphoning through this interaction term was
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inspected. The results showed the indirect effect was significant (f=.27, p<.001, 95% CI
[.24—.31]), confirming the mediating effect of the moderation term in the online crisis

communication process.

Table 1
Results of confirmatory factor analysis
Factors Items  Factor loading AVE CR
Perceived Defensiveness PD1 95" 91 97
PD2 95™
PD3 96"
Previous-OPR PO1 96" 91 98
PO2 98~
PO3 95™
PO4 93"
Perceived Betrayal PBI1 94" .80 94
PB2 97"
PB3 84"
PB4 817
Online Self-Disclosure SD1 95" .79 .94
SD2 92"
SD3 86"
SD4 83"
Negative Megaphoning  NM1 94" .83 97
NM2 95"
NM3 95"
NM4 89"
NMS5 89”7
NM6 85"

Note: AVE= average variance extracted, CR= composite reliability. p< .01
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Table 2
Correlation coefficients among variables
PD PO PB SD NM
PD 1
PO .02 1
PB 72 507 1
SD .04 86" 507 1
NM 557 727 85" 72" 1

Note: PD=perceived defensiveness, PO=previous OPR,

PB=perceived betrayal, SD=online self-disclosure,

NM=negative megaphoning. ~ p< .01, p<.05

Figure 2

The final model and path coefficients (Note: = p<.001, “p< .01).

Previous
OPR

320 23%%
Perceived Perceived Negative
defensiveness o betrayal megaphoning

Online self-
disclosure
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Discussion & Conclusions

The theoretical contribution of the current study is evident, as past research focused on
the efficacy of crisis response strategies and the relevant crisis communication outcomes,
largely from a cause-effect perspective. Taking a different trajectory, the current study adopts
a more socio-psychological perspective and a more process-oriented approach. Our proposed
integrative model tests the effect of crisis response on negative online megaphoning as
mediated through the perception of betrayal, with previous organization-public relationship
and online self-disclosure as two moderating factors in the route. Such conceptualization
goes beyond the prescriptions of crisis response strategies in the SCCT and illuminates
important socio-psychological factors in the crisis communication process, which have not
yet been adequately addressed before.

Specifically speaking, the key findings in the study include: (1) perception of betrayal
plays an important role in driving negative WOM that continues to hurt corporate image
in the event of crisis; (2) the concept of previous OPR explains the results of why positive
impression about a company may backfire and deepen the level of perceived betrayal in a
crisis situation; and (3) the prediction of negative megaphoning on social media involves
an interaction effect of perceived betrayal and online self-disclosure. These findings carry
meaningful implications for previous literature on justice theory, expectancy violation
theory, self-disclosure and negative megaphoning on social media, and the realm of crisis
communication research.

First, echoing the justice theory and its relevant literature on expectancy violations
(Burgoon & Miller, 1985; Brockner & Wiesenfeld, 1996; Jones & Skarlicki, 2013; Roh,
2017), our findings showed that perceived betrayal, as the cognitive discomfort experienced
by individuals who perceived the discrepancy between what was expected of the company
and what the company actually did during a crisis, can activate retaliation on social media.
This finding supports the proposition that crisis communication process is cognitively driven

by perception of betrayal, and that online retaliation in a corporate crisis is more based on
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assessments of how the firm violates fundamental norms of fairness. Just as argued and tested
by Grégoire and Fisher (2008), perceived betrayal is a different construct from negative
feelings such as anger, and it pertains to cognitive reasoning in the perceptual process. Based
on the findings, we also maintain that online negative megaphoning in a crisis is not merely
a response to an emotion or impulse, but an action that likely demands higher tenacity and
persistence in publics’ efforts.

Additionally, the findings on the role of previous OPR as the pre-existing perception
about the company are important. Prior relationship with the company in the study is not only
confirmed to be an important antecedent of betrayal perception but an interplaying factor that
sway the influence of corporations’ crisis responses. It was observed in our results that the
defensiveness in corporate response is likely to be conceived at a higher rate when publics
previously hold quality relationship with the firm, leading to a greater level of perceived
betrayal. The investigation on prior organization-public relationship in the proposed model
is an extension of earlier scholarly quests about the effect of corporate reputation in a crisis
(Barnett et al., 2006; Helm & Tolsdorf, 2013; Sohn & Lariscy, 2015). More aligned with
the views of justice theory and expectancy violation theory, the findings show a boomerang
effect of the pre-existing cognitive representation about a company’s abilities and characters,
which resonates with the findings by Zheng et al. (2018).

Scholars have contended that prior reputation involves cognitive evaluation of the firm’s
past performances, which results in an expectation of what the company will and should
do (Schwaiger, 2004; Ruth & York, 2004; Zheng et al., 2018). Positive prior reputation or
relationship with the organization increases the expectancy held by publics that the firm
would do the right thing—accept the responsibility and apologize through due diligence
following a crisis. This explains the moderating function of prior OPR in the study, such that
it elevates the effect of corporate’s defensive crisis response on perceived betrayal because
the publics sense stronger violations of expectations when a trusted company makes attempts
of self-justification for its position when facing a crisis.

The findings on the interaction effect of previous OPR and perceived defensiveness
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in crisis response on betrayal perceptions are manifest in our study and offer clear support
for the expectancy violation theory. This significantly contributes to the existing literature
and debate over the “buffer or backfire” effect around corporate reputation in crises. In the
light of the findings, we believe that the propositions along the expectancy violation theory
—that people revise their views based on the perception inconsistency between what they
anticipate and what they actually see (Burgoon, 1993; Afifi & Metts, 1998; Tao, 2018)—
would generally work better in explaining how individuals react to corporate responses
that fall short of public expectation and why positive pre-crisis reputation fails to protect
the company. However, it is worth noting that our study is only focused on the negative
appraisal of the crisis response and adverse betrayal perceptions in the crisis communication
process. The halo effect of corporate reputation or previous OPR in crises might still exist
in some other more uncertain or extreme situations, such as when factual information of a
crisis is less known and thus pre-existing beliefs are potentially more allowed to function
as confirmation biases in the processing of crisis messages, as suggested by cognitive
dissonance theory (Festinger, 1957). The potential applicability of cognitive dissonance
theory to crisis communication may be further investigated in future research endeavors.
Regardless, our findings demonstrated that how corporate reputation or OPR prior to a crisis,
as a previously-held cognitive assessment of a firm that influences expectancy, functions as
a moderator that reinforces the impact of perceived defensiveness in corporate messages on
audience perception of betrayal in the crisis communication process.

The results of the structural equation modeling in the current study further showed that
the prediction of online negative megaphoning in crisis involves a complexity of variables
including online self-disclosure. Online self-disclosure was found to intensify the perception
of betrayal in our study. The reasons could be that individuals who already heavily rely on
social media for online self-disclosure perceive a higher sense of betrayal as frequent users
of the Facebook. More broadly, it could also be that for individuals who often use social
media to share information about selves, it takes less cognitive effort to engage in online

megaphoning as a retaliation response to a corporate crisis. In other words, the higher degree
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of online self-disclosure suggests lower requirement of mental resources to engage in online
behaviors and thus facilitates the effect of perceived betrayal on negative megaphoning on
social media during the crisis communication process.

Also, as scholars have discussed, the concept of online self-disclosure has many
social-psychological implications (Collins & Miller, 1994; Franzoi & Davis, 1985), such
as fulfilling an individual’s need for expression, self-clarification, social validation, social
control, and relationship development (Chung & Cho, 2017; Derlega et al., 1993; Lin et al.,
2016). This affords another theoretical explanation that people with higher degree of online
self-disclosure are more intrinsically motivated to participate in negative megaphoning upon
perception of betrayal. The results imply that voicing for justice on social media during a
corporate crisis may also be partially driven by individuals’ social-psychological desires such
as self-expression and social validation in the virtual world, which can be further explored
in future research. Literature suggests that self-disclosure can be revealed by the level of
disclosure intent, depth, amount, valence, and even honesty (Wheeless & Grotz, 1976).
So, the additional motivational and behavioral dimensions of negative megaphoning can
be further explored in the special context of corporate crisis in future studies with different
methods, such as qualitive approaches that conduct depth interviews or textual analysis of
online contents.

The integrative perspective in the current study that examines the communication
effects of crisis response, relationship quality, and perceived betrayal together brings new
contribution to the crisis communication literature using SSCT theory (Coombs, 1995,
2007, 2018; Coombs & Holladay, 1996, 2002, 2008, 2012; Coombs & Schmidt, 2000), as
well as the later line of studies that tested corporate crisis response’s efficacy by crisis types
(e.g., Bentley & Ma, 2020; Zhao et al., 2020). Although responsibility attribution can be
useful for defining a crisis, the conceptualization of crisis type or cluster may sometimes be
a simple generalization and overlook other unique features in crisis scenarios that can be
more determining (An & Cheng, 2010; Barkley, 2020). The prescription of crisis response

strategy matching with crisis cluster as proposed by SCCT may be challenged especially
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when the responsibility is hard to define. In the Facebook-Cambridge data scandal, Facebook
can be viewed as a victim harmed by a third party or as an irresponsible company that
failed to safeguard users’ personal data and caused harm. Other data breach crises may also
be placed between the victim cluster and preventable cluster (Kuiper & Schonheit, 2021).
Therefore, making a prediction according to the SCCT for data breach crises may be less
feasible, suggesting a theoretical potential for further expansion to consider variables of issue
involvement and privacy concerns, and integration of other theories to address such new
exemplar of corporate crises.

In terms of practical implications, our findings suggest that companies in data breach
crisis should strive to lower the perception of defensiveness by issuing apologies that go
beyond the level of incident acknowledgment. Based on the results, we suggest companies’
response statements be less ambiguous and speak more about their corrective actions. Recent
studies on data breach crises also offered similar recommendations for management (Bentley
& Ma, 2020; Kuiper & Schonheit, 2021). For example, Bentley & Ma (2020) suggested
that responses strategy of apology in data breach crisis could help not only restore corporate
reputation, but also uplift consumers’ intention of future purchase and lessen negative
WOM. Our findings further implied that the goal to demote perceptions of defensiveness in
crisis response is particularly crucial in the earlier stage of the crisis communication in data
breach incidents. Message components of remorse and apology in the crisis response should
be stressed even more if the company has prior quality relationship with its stakeholders
or previously holds a favorable corporate reputation in the circumstances of data breach
crises. The interaction effect of online self-disclosure and perceived betrayal on negative
megaphoning also offer insights for crisis communication practices. Organizations should
identify individuals who keenly self-disclose on social media and may tend to voice negative
opinions during a time of a corporate crisis for public recognition or social validation. This
can be jointed with activities of environment monitoring and social media listening. In
sum, communication managers should develop a deeper understanding of their stakeholders

and seek to depict the psychological attributes of the audiences as part of crisis prevention
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strategies.

All in all, our findings about prior organization-public relationship, perceive betrayal
and online negative megaphoning in an integrated model offer fresher insights for future
researchers who are interested in adopting a cognitive processing approach in studying crisis
communication and in the specific area of social-mediated crisis communication. Most of
previous crisis communication literature has been dominated by the research paradigm of
SCCT (An & Cheng, 2010; Tao, 2018). In spite of the contribution by that line of crisis
communication studies, diverse perspectives should be encouraged for more exploration,
since modern crisis types and communication practices are ever changing. Our study takes a
different path by incorporating theories that orient on the cognitive-psychological factors and
adopting a model-building approach; and the findings suggest applicability of this alternative
approach to adding to our knowledge on crisis communication as well as on the crisis
communication processes on social media.

We acknowledge the data in our study is limited to college student samples and to the
responses to the case of Facebook’s Cambridge Analytica scandal. The structural equation
modeling results can be retested or validated using different samples, crisis contexts, or
cultural backgrounds. We also recommend a broader consideration of research methods
in investigating the dynamic phenomenon of online negative megaphoning in crisis
situations, as well as theoretical constructs such as message frames, situational factors,
and psychological variables that may cast impact on the processing of crisis response
information. Interested scholars can also conduct comparisons of different groups of publics
or stakeholders during a crisis.

As previous scholars call for more authentic, transparent and ethical communication
that is oriented on building trust and credibility with audiences (Baker & Martin, 2015), and
communication managers are often more concerned about admitting legal or financial liability
in negative incidents (Diers-Lawson & Pang, 2016; Myer, 2016), future researchers can also
explore the reasoning process of communication managers in handling crisis and negative

megaphoning, as well as potentially incorporate perceived ethicality in understanding
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the effectiveness of crisis responses. This leads to our final recommendation that future
researchers can further consider topics in the intersections of crisis communication, message
processing, and new ethical issues such as cybersecurity, data misuse, privacy, and intended
online rumors, which are becoming significant in our society today and worthy of more

scholarly and professional attention.

B &I 46 (2024) 67-112



% | BT ST

The Journal of Information Society

References

Afifi, W. A., & Metts, S. (1998). Characteristics and consequences of expectation violations
in close relationships. Journal of Social and Personal Relationships, 15, 365-392.
https://doi.org/10.1177/0265407598153004

Afifi, W. A., & Metts, S. (1998). Characteristics and consequences of expectation viola-
tions in close relationships. Journal of Social and Personal Relationships, 15, 365-392.

Afifi, W. A., & Metts, S. (1998). Characteristics and consequences of expectation viola-
tions in close relationships. Journal of Social and Personal Relationships, 15, 365-392.

An, S., & Cheng, 1. (2010). Crisis communication research in public relations journals:
Tracking research trends over thirty years, in T. W. Coombs and S. J. Holladay
(Eds.), The Handbook of Crisis Communication (pp.65-90). Malden, MA: Blackwell
Publishing, Inc.

Badshah, N. (2018, June 12). Facebook to contact 87 million users affected by data breach.
The Guardian. Retrieved February 25, 2023 from https://www.theguardian.com/
technology/2018/apr/08/facebook-to-contact-the-87-million-users-affected-by-data-
breach

Baker, S., & Martinson, D. L. (2001). The TARES test: Five principles for ethical
persuasion. Journal of Mass Media Ethics, 16(2), 148—176. https://doi.org/10.1080/08
900523.2001.9679610

Barkley, K. (2020). Does one size fit all? The applicability of situational crisis
communication theory in the Japanese context. Public Relations Review, 46(3),
101911. https://doi.org/10.1016/j.pubrev.2020.101911

Barnett, M. L., Jermier, J. M., & Lafferty, B. A. (2006). Corporate reputation: The
definitional landscape. Corporate Reputation Review, 9(1), 26-38. https://doi.
org/10.1057/palgrave.crr.1550012

Bean, H., Liu, B. F., Madden, S., Sutton, J., Wood, M. M., & Mileti, D. S. (2016). Disaster

warnings in your pocket: How audiences interpret mobile alerts for an unfamiliar

B ST 46 (2024) 67-112



HEHRES LRORRIE | MRS RRAN BN aE O RIEETNEE 99

hazard. Journal of Contingencies and Crisis Management, 24(3), 136—147. https://doi.
org/10.1111/1468-5973.12108

Bechwati, N. N., & Morrin, M. (2003). Outraged consumers: Getting even at the expense
of getting a good deal. Journal of Consumer Psychology, 13(4), 440—453. https://doi.
org/10.1207/S15327663JCP1304 11

Bentley, J. M., & Ma, L. (2020). Testing perceptions of organizational apologies after a
data breach crisis. Public Relations Review, 46(5), 101975. https://doi.org/10.1016/
j-pubrev.2020.101975

Bennett, R., & Gabriel, H. (2001). Corporate reputation, trait covariation and the averaging
principle: The case of the UK pensions mis-selling scandal. European Journal of
Marketing, 35, 387-413. https://doi.org/10.1108/03090560110382084

Bearden, W. O., Netemeyer, R.G., & Teel, J. E. (1989). Measurement of consumer
susceptibility to interpersonal influence. Journal of Consumer Research, 15, 473-481.
https://doi.org/10.1086/209186

Berger, J. (2014). Word of mouth and interpersonal communication: A review and directions
for future research. Journal of Consumer Psychology, 24(4) 586—607. https://doi.
org/10.1016/j.jcps.2014.05.002

Burgoon, J. K. (1993). Interpersonal expectations, expectancy violations, and emotional
communication. Journal of Language and Social Psychology, 12, 30-48. https://doi.
org/10.1177/0261927X93121003

Brockner J., Tyler, T. R., & Cooper-Schneider, R. (1992). The influence of prior
commitment to an institution on reactions to perceived unfairness: The higher they are,
the harder they fall. Administrative Science Quarterly, 37, 241-261 (June). https://doi.
org/10.2307/2393223

Brockner, J., & Wiesenfeld, B. M. (1996). An integrative framework for explaining
reactions to decisions: Interactive effects of outcomes and procedures. Psychological
Bulletin, 120(2), 189-208. https://doi.org/10.1037/0033-2909.120.2.189

Broom, G., Casey, S., & Ritchey, J. (2000). Concept and theory of organization—public

B &I 46 (2024) 67-112



w | RARERR
relationships. In J. A. Ledingham & S. D. Bruning (Eds.) Public relations as
relationship management: A relational approach to the study and practice of public
relations (pp. 3-22). Mahwah, NJ: Lawrence Erlbaum Associates.

Brown, H. S. (2016). After the data breach: Managing the crisis and mitigating the impact.
Journal of Business Continuity & Emergency Planning, 9(4), 317-328.

Bruning, S. D., Castle, J. D., & Schrepfer, E. (2004). Building relationships between
organizations and publics: Examining the linkage between organization public
relationships, evaluations or satisfaction, and behavioral intent. Communication
Studies, 55, 435-446. https://doi.org/10.1080/10510970409388630

Brynielsson, J., Granasen, M., Lindquist, S., Quijano, M. N., Nilsson, S., & Trnka, J. (2018).
Informing crisis alerts using social media: Best practices and proof of concept. Journal
of Contingencies & Crisis Management, 26(1), 28—40. https://doi.org/10.1111/1468-
5973.12195

Bougie, R., Pieters, R., & Zeelenberg, M. (2003). Angry customers don’t come
back, they get back: The experience and behavioral implications of anger and
dissatisfaction. Journal of the Academy of Marketing Science, 31, 377-393. https://doi.
org/10.1177/0092070303254412

Burgoon, M., & Miller, G. R. (1985). An expectancy interpretation of language and
persuasion. Recent Advances in Language, Communication, and Social Psychology,
199-229.

Cheng, I. & Lee, S. T. (2023). Timeliness, responsiveness and the human voice: The effects
of dialogic strategies and the mediating role of perceived communication ethicality on
social media relationship building. Public Relations Review, 49(4),102355. https://doi.
org/10.1016/j.pubrev.2023.102355

Chung, S., & Cho, H. (2017). Fostering parasocial relationships with celebrities on social
media: Implications for celebrity endorsement. Psychology & Marketing, 34(4), 481—
495. https://doi.org/10.1002/mar.21001

Collins, N. L., & Miller, L. C. (1994). Self-disclosure and liking: a meta-analytic review.

B ST 46 (2024) 67-112



HBHREE LRORRIE | MRARRANERINEEHPaE R RBEPNEE 101

Psychological Bulletin, 116(3), 457. https://doi.org/10.1037/0033-2909.116.3.457

Confessore, N. (2018, April 8). Cambridge Analytica and Facebook: The scandal and
the fallout so far. New York Times. Retrieved February 25, 2023 from https://www.
nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html

Coombs, W. T. (1995). Choosing the Right Words: The Development of
Guidelines for the Selection of the “Appropriate” Crisis-Response Strategies.
Management Communication Quarterly, 8(4), 447-476. https://doi.
org/10.1177/0893318995008004003

Coombs, W. T. (2007). Protecting organization reputations during a crisis: The development
and application of situational crisis communication theory. Corporate Reputation
Review, 10, 163-176. https://doi.org/10.1057/palgrave.crr.1550049

Coombs, W. T. (2018). Ongoing crisis communication: Planning, managing, and
responding. Sage Publications.

Coombs, W. T., & Holladay, S. J. (1996). Communication and attributions in a crisis- An
experimental study in crisis communication. Journal of Public Relations research,
8(4), 279-295. https://doi.org/10.1207/s1532754xjprr0804 04

Coombs, W. T., & Holladay, S. J. (2002). Helping crisis managers protect reputational
assets- Initial tests of the situational crisis communication theory. Management
Communication Quarterly, 16(2), 165-186. https://doi.org/10.1177/089331802237233

Coombs, W. T., & Holladay, S. J. (2008). Comparing apology to equivalent crisis response
strategies: Clarifying apology’s role and value in crisis communication. Public
Relations Review, 34(3), 252-257. https://doi.org/10.1016/j.pubrev.2008.04.001

Coombs, W. T., & Holladay, J. S. (2012). The paracrisis: The challenges created by publicly
managing crisis prevention. Public Relations Review, 38(3), 408-415. https://doi.
org/10.1016/j.pubrev.2012.04.004

Coombs, W. T. & Holladay, S. (2022). The Handbook of Crisis Communication (2nd ed.).
John Wiley & Sons.

Coombs, W. T., & Schmidt, L. (2000). An empirical analysis of image restoration: Texaco’s

B &I 46 (2024) 67-112



102

=E =il

The Journal of Information Society

racism crisis. Journal of Public Relations Research, 12, 163—178. https://doi.
org/10.1207/S1532754XJPRR1202 2

Cozby, P. C. (1973). Self-disclosure: a literature review. Psychological Bulletin, 79, 73-90.
https://doi.org/10.1037/h0033950

Crosby, L. A., Evans, K. R., & Cowles, D. (1990). Relationship quality in services selling:
An interpersonal influence perspective. Journal of Marketing, 54, 68—81. https://doi.
org/10.2307/1251817

Davies, G., Chun, R., da Silva, R. V., & Roper, S. (2001). The personification metaphor as
a measurement approach for corporate reputation. Corporate Reputation Review, 4(2),
113-127. https://doi.org/10.1057/palgrave.crr.1540137

Davies, G., Chun, R., da Silva, R. V., & Roper, S. (2004). A corporate character scale to
assess employee and customer views of organization reputation. Corporate Reputation
Review, 7(2), 125-146. https://doi.org/10.1057/palgrave.crr.1540216

De Wulf, K., Oderkerken-Schréder, G., & lacobucci, D. (2001). Investment in consumer
relationships: A cross-country and cross-industry exploration. Journal of Marketing,
65, 33-50. https://doi.org/10.1509/jmkg.65.4.33.18386

Derlega, V. J., Metts, S., Petronio, S., & Margulis, S. T. (1993). Self-disclosure. Sage
Publications, Inc.

Diers-Lawson, A., & Pang, A. (2016). Did BP atone for its transgressions? Expanding
theory on “ethical apology” in crisis communication. Journal of Contingencies and
Crisis Management, 24(3), 148—161. https://doi.org/10.1111/1468-5973.12110

Dowling, G. R. (2001). Creating corporate reputations: Identity, image, and performance.
New York, NY: Oxford University Press.

Dwyer, C., Hiltz, S., & Passerini, K. (2007). Trust and privacy concerns within social
networking sites: A comparison of Facebook and Myspace. Proceedings of the
Thirteenth Americas Conference on Information Systems.

Elangovan, A. R., & Shapiro, D. L. (1998). Betrayal of trust in organizations. Academy of
Management Review, 23, 547-567. https://doi.org/10.2307/259294

B ST 46 (2024) 67-112



HBHRES LRORRIE | MRS RRAN BN B PaE O RIEETNAEE 103

Elliot, A. J., & Devine, P. G. (1994). On the motivational nature of cognitive dissonance:
Dissonance as psychological discomfort. Journal of Personality and Social
Psychology, 67, 382-394.

Festinger, L. (1957). A theory of cognitive dissonance. Stanford, CA: Stanford University
Press. https://doi.org/10.1037/0022-3514.67.3.382

Finkel, E. J., Rusbult, C. E., Kumashiro, M., Hannon, P. A. (2002). Dealing with betrayal
in close relationships: Does commitment promote forgiveness. Journal of Personality
and Social Psychology, 82, 956-974. https://doi.org/10.1037/0022-3514.82.6.956

Foecking, N., Wang, M., & Huynh, T. L. D. (2021). How do investors react to the data
breaches news? Empirical evidence from Facebook Inc. during the years 2016-2019.
Technology in Society, 67, 101717. https://doi.org/10.1016/j.techsoc.2021.101717

Fombrun, C. J., & Gardberg, N. (2000). Who’s top in corporate reputation. Corporate
Reputation Review, 3(1), 13—17. https://doi.org/10.1057/palgrave.crr.1540095

Gibbs, J. L., Ellison, N. B., & Heino, R. D. (2006). Self-presentation in online
personals: The role of anticipated future interaction, self-disclosure, and perceived
success in Internet dating. Communication Research, 33(2), 152-177. https://doi.
org/10.1177/0093650205285368

Grappi, S., & Romani, S. (2015). Company post-crisis communication strategies and the
psychological mechanism underlying consumer reactions. Journal of Public Relations
Research, 27(1), 22-45. https://doi.org/10.1080/1062726X.2014.924839

Greene, K., Derlega, V. J., & Mathews, A. (2006). Self-disclosure in personal relationships.
The Cambridge handbook of personal relationships (pp. 409-427). New York:
Cambridge University Press. https://doi.org/10.1017/CB09780511606632.023

Grégoire, Y., & Fisher, R. J. (2008). Customer betrayal and retaliation: when your best
customers become your worst enemies. Journal of the Academy of Marketing Science,
36(2), 247-261. https://doi.org/10.1007/s11747-007-0054-0

Grunig, L. A., Grunig, J. E., & Dozier, D. (2002). Excellent public relations and effective

organizations: A study of communication management in three countries. Mahwah,

B &I 46 (2024) 67-112



104

=E =il

The Journal of Information Society

NJ: Lawrence Erlbaum Associates.

Hargittai, E., & Hsieh, Y. P. (2010). Predictors and consequences of differentiated social
network site usage. Information, Communication and Society, 13(4), 515-536. https://
doi.org/10.1080/13691181003639866

Heath, C., Bell, C., & Sternberg, E. (2001). Emotional selection in memes: The case of
urban legends. Journal of Personality and Social Psychology, 81, 1028—1041. https://
doi.org/10.1037/0022-3514.81.6.1028

Helm, S., & Tolsdorf, J. (2013). How does corporate reputation affect customer loyalty in
a corporate crisis? Journal of Contingencies and Crisis Management, 21(3), 144—152.
https://doi.org/10.1111/1468-5973.12020

Hennig-Thurau, T., Gwinner, K. P., & Gremler, D. D. (2002). Understanding
relationship marketing outcomes: An integration of relational benefits and
relationship quality. Journal of Service Research, 4,230-247. https://doi.
org/10.1177/1094670502004003006

Hennig-Thurau, T., Gwinner, K. P., & Gremler, D. D. (2002). Understanding
relationship marketing outcomes: An integration of relational benefits and
relationship quality. Journal of Service Research, 4,230-247. https://doi.
org/10.1177/1094670502004003006

Hennig-Thurau, T., Gwinner, K. P., Walsh, G., & Gremler, D.D. (2004). Electronic word-
of-mouth via consumer-opinion platforms: What motivates consumers to articulate
themselves on the Internet? Journal of Interactive Marketing, 18(1), 38-52. https://doi.
org/10.1002/dir.10073

Henseler, J., Ringle, C.M. & Sarstedt, M. (2015). A new criterion for assessing discriminant
validity in variance-based structural equation modeling. Journal of the Academy of
Marketing Science, 43, 115—135. https://doi.org/10.1007/s11747-014-0403-8

Jin, Y., Liu, B. F., & Austin, L. L. (2014). Examining the role of social media in effective
crisis management: The effects of crisis origin, information form, and source

on publics’ crisis responses. Communication research, 41(1), 74-94. https://doi.

B ST 46 (2024) 67-112



HEHRES LRORRIE | MRS RRAN BN B PaE O RIEETNEE 105

org/10.1177/0093650211423918

Joinson, A. N., Reips, U.-D., Buchanan, T., & Schofield, C. B. P. (2010). Privacy, trust,
and self-disclosure online. Human-Computer Interaction, 25(1), 1-24. https://doi.
org/10.1080/07370020903586662

Jones, D. A., & Skarlicki, D. P. (2013). How perceptions of fairness can change A dynamic
model of organizational justice. Organizational Psychology Review, 3(2), 138—160.
https://doi.org/10.1177/2041386612461665

Herr, P. M., Kardes, F. R., & Kim, J. (1991). Effects of word-of-mouth and product-attitude
information on persuasion: An accessibility-diagnosticity perspective. Journal of
Consumer Research, 17, 454-462. https://doi.org/10.1086/208570

Hon, L. C., & Grunig, J. E. (1999). Guidelines for measuring relationships in public
relations. Gainesville, FL: Institute for Public Relations, Commission on PR
Measurement and Evaluation.

Ki, E.-J., & Hon, L. (2007). Testing the linkages among the organization—public relationship
and attitude and behavioral intentions. Journal of Public Relations Research, 19, 1-23.
https://doi.org/10.1080/10627260709336593

Kim, J. N., & Grunig, J. E. (2011). Problem solving and communicative action: A
situational theory of problem solving. Journal of Communication, 61(1), 120-149.
https://doi.org/10.1111/.1460-2466.2010.01529.x

Kim, B., Johnson, K., & Park, S. Y. (2017). Lessons from the five data breaches: Analyzing
framed crisis response strategies and crisis severity. Cogent Business & Management,
4(1), 1354525. https://doi.org/10.1080/23311975.2017.1354525

Kim, J., & Rhee, Y. (2011). Strategic thinking about employee communication behavior
(ECB) in public relations: Testing the models of megaphoning and scouting effects in
Korea. Journal of Public Relations Research, 23, 243-268. https://doi.org/10.1080/10
62726X.2011.582204

Krishna, A., & Kim, S. (2020). Exploring customers’ situational and word-of-mouth

motivations in corporate misconduct. Public Relations Review, 46(2), 101892. https://

B &I 46 (2024) 67-112



106

=E =il

The Journal of Information Society

doi.org/10.1016/j.pubrev.2020.101892

Koehler, J. J., & Gershoff, A. D. (2003). Betrayal aversion: When agents of protection
become agents of harm. Organizational Behavior and Human Decision Processes, 90,
224-226. https://doi.org/10.1016/S0749-5978(02)00518-6

Koenig, F. (1985). Rumor in the marketplace: The social psychology of commercial
hearsay. Dover, MA: Auburn House.

Kuipers, S., & Schonheit, M. (2021). Data breaches and effective crisis communication: A
comparative analysis of corporate reputational crises. Corporate Reputation Review,
1-22. https://doi.org/10.1057/s41299-021-00121-9

Laczniak, R.N., DeCarlo, T.E., Motley, C.M. (1996). Retail equity perceptions and
consumers’ processing of negative word-of-mouth communication. Journal of
Marketing Theory & Practice, 4, 37-48. https://doi.org/10.1080/10696679.1996.11501
737

Ledbetter, A. M., Mazer, J. P., DeGroot, J. M., Meyer, K. R., Mao, Y., & Swafford, B.
(2011). Attitudes toward online social connection and self-disclosure as predictors of
Facebook communication and relational closeness. Communication Research, 38(1),
27-53. https://doi.org/10.1177/0093650210365537

Lin, R., Levordashka, A., & Utz, S. (2016). Ambient intimacy on Twitter. Cyberpsychology:
Journal of Psychosocial Research on Cyberspace, 10(1), 1-16. https://doi.org/10.5817/
CP2016-1-6

Liu, B. F., Austin, L., & Jin, Y. (2011). How publics respond to crisis communication
strategies- The interplay of information form and source. Public Relations Review,
37(4), 345-353. https://doi.org/10.1016/j.pubrev.2011.08.004

Liu, J, Li, C., Ji, Y. G., North, M., & Yang, F. (2017). Like it or not: The Fortune 500’s
Facebook strategies to generate users’ electronic word-of-mouth. Computers in Human
Behavior, 73, 605-613. https://doi.org/10.1016/j.chb.2017.03.068

Love, E. G., & Kraatz, M. (2009). Character, conformity, or the bottom line? How and why

downsizing affected corporate reputation. Academy of Management Journal, 52, 314-

B ST 46 (2024) 67-112



HEHRES LROIRIE | MRS RRAN BN aE R REETNAER

335. https://doi.org/10.5465/am;j.2009.37308247

Lulandala, E. E. (2020). Facebook data breach: A systematic review of its consequences on
consumers’ behaviour towards advertising. Strategic System Assurance and Business
Analytics, 45-68. https://doi.org/10.1007/978-981-15-3647-2 5

Lyon, L., & Cameron, G. T. (2004). A relational approach examining the interplay of prior
reputation and immediate response to a crisis. Journal of Public Relations Research,
16, 213-241. https://doi.org/10.1080/1532-754X.2004.11925128

Mahajan, V., Muller, E., & Bass, F. B. (1990). New product diffusion models in marketing:
A review and directions for research. Journal of Marketing, 54, 1-26. https://doi.
org/10.2307/1252170

McCallum, S. (2022, December 23). Meta settles Cambridge Analytica scandal case for
$725m. BBC News. Retrieved February 25, 2023 from https://www.bbc.com/news/
technology-64075067

McCullough, M. E., Rachal, K. C., Sandage, S. J., Worthington Jr., E. L., Brown, S. W.,
& Hight, T. L. (1998). Interpersonal forgiving in close relationship II: Theoretical
elaboration and measurement. Journal of Personality and Social Psychology, 75,1586—
1603. https://doi.org/10.1016/S0191-8869(00)00185-9

McLaughlin, M. L., Cody, M. J. & O’Hair, H. D. (1983) The Management of Failure
Events: SOME Contextual Determinants of Accounting Behavior. Human
Communication Research, 9,208-224. http://dx.doi.org/10.1111/j.1468-2958.1983.
tb00695.x

Moreland, R. L., & McMinn, J. G. (1999). Gone but not forgotten: Loyalty and betrayal
among ex-members of small groups. Personality and Social Psychology Bulletin, 25,
1476-1486. https://doi.org/10.1177/01461672992510004

Moisio, R., Capelli, S., & Sabadie, W. (2021). Managing the aftermath: Scapegoating as
crisis communication strategy. Journal of Consumer Behaviour, 20(1), 89-100. https://
doi.org/10.1002/cb.1858

Moon, B. B., Rhee, Y., & Yang, S-U. (2016). Developing public’s information transmitting

B &I 46 (2024) 67-112

107



w | AARLETS
behavior (ITB) model in public relations: A cross-national study. Journal of Public
Relations Research, 28(1), 1-15. https://doi.org/10.1080/1062726X.2015.1107482

Myers, C. (2016). Apology, sympathy, and empathy: The legal ramifications of admitting
fault in U.S. public relations practice. Public Relations Review, 42(1), 176-183.
https://doi.org/10.1016/j.pubrev.2015.10.004

Nickerson, R. S. (1998). Confirmation bias: A ubiquitous phenomenon in many guises.
Review of General Psychology, 2, 175-220. https://doi.org/10.1037/1089-2680.2.2.175

Nguyen, M., Bin, Y. S., & Campbell, A. (2012). Comparing online and offline self-
disclosure: A systematic review. Cyberpsychology, Behavior, and Social Networking,
15(2), 103-111. https://doi.org/10.1089/cyber.2011.0277

Nosko, A., Wood, E., & Molema, S. (2010). All about me: Disclosure in online social
networking profiles: The case of Facebook. Computers in Human Behavior, 26(3),
406-418. https://doi.org/10.1016/j.chb.2009.11.012

Oliver, R. L. (1996). Satisfaction: A behavioral perspective on the consumer. New York:
McGraw-Hill.

Reinecke, Leonard & Trepte, Sabine. (2014). Authenticity and well-being on social network
sites: A two-wave longitudinal study on the effects of online authenticity and the
positivity bias in SNS communication. Computers in Human Behavior, 30, 95-102.
https://doi.org/10.1016/j.chb.2013.07.030

Richins, M. L. (1983). Negative word-of-mouth by dissatisfied consumers: A pilot study.
Journal of Marketing, 47, 68—78. https://doi.org/10.2307/3203428

Schneider, E. J., Boman, C. D., & Akin, H. (2021). The amplified crisis: Assessing negative
social amplification and source of a crisis response. Communication Reports, 34(3),
165-178. http://doi.org/10.1080/08934215.2021.1966064

Schwaiger, M. (2004). Components and parameters of corporate reputation-an empirical
study. Schmalenbach Business Review, 56(1), 46—71. https://doi.org/10.1007/
BF03396685

Smith, A. K., Bolton, R. N., & Wagner, J. (1999). A model of customer satisfaction with

B ST 46 (2024) 67-112



HBHRES LRORRIE | MRS RRANEINEERPaE O RIEETNEE 109

service encounters involving failure and recovery. Journal of Marketing Research, 36,
356-372. https://doi.org/10.2307/3152082

Smock, A. D., Ellison, N. B., Lampe, C., & Wohn, D. Y. (2011). Facebook as toolkit: A uses
and gratifications approach to unbundling feature use. Computers in Human Behavior,
27,2322-2329. https://doi.org/10.1016/j.chb.2011.07.011

Steinfield, C., Ellison, N. B., & Lampe, C. (2008). Social capital, self-esteem, and use of
online social network sites: A longitudinal analysis. Journal of Applied Developmental
Psychology, 29, 434-445. https://doi.org/10.1016/j.appdev.2008.07.002

Sundaram, D. S., Mitra, K., & Webster, C. (1998). Word-of-mouth communications: A
motivational analysis. Advances in Consumer Research, 25, 527-531.

Tao, W. (2018). How consumers’ pre-crisis associations and attitude certainty impact their
responses to different crises. Communication Research, 45(6), 815—-839. https://doi.
org/10.1177/0093650217733361

Trepte, S., & Reinecke, L. (2013). The reciprocal effects of social network site use and the
disposition for self-disclosure: A longitudinal study. Computers in Human Behavior,
29, 1102-1112. https://doi.org/10.1016/j.chb.2012.10.002

Reints, R. (2018, 30 June). Taken a quiz lately? Your Facebook data may have been
exposed. Fortune. Retrieved February 25, 2023 from http://fortune.com/

Roh, S. (2017). Examining the paracrisis online: The effects of message source, response
strategies and social vigilantism on public responses. Public Relations Review, 43(3),
587-596. https://doi.org/10.1016/j.pubrev.2017.03.004

Rosario, B. A., de Valck, K. & Sotgiu, F. (2020). Conceptualizing the electronic word-of-
mouth process: What we know and need to know about eWOM creation, exposure,
and evaluation. Journal of the Academy of Marketing Science, 48, 422—448. https://
doi.org/10.1007/s11747-019-00706-1

Ruth, J. A., & York, A. (2004). Framing information to enhance corporate reputation: The
impact of message source, information type, and reference point. Journal of Business

Research, 57(1), 14-20. https://doi.org/10.1016/S0148-2963(02)00270-9

B &I 46 (2024) 67-112



110

=E =il

The Journal of Information Society

Sohn, Y. J., & Lariscy, R. W. (2015). A “buffer” or “boomerang?”—The role of corporate
reputation in bad times. Communication Research, 42(2), 237-259. https://doi.
org/10.1177/0093650212466891

Schultz, F., Utz, S., & Gdoritz, A. (2011). Is the medium the message? Perceptions of and
reactions to crisis communication via twitter, blogs and traditional media. Public
Relations Review, 37(1), 20-27. https://doi.org/10.1016/j.pubrev.2010.12.001

Sen, R. & Borle, S. (2015). Estimating the contextual risk of data breach: An Empirical
approach. Journal of Management Information Systems, 32(2), 314-341. https://doi.or
g/10.1080/07421222.2015.1063315

Sisco, H. F. (2012). Nonprofit in crisis: An examination of the applicability of situational
crisis communication theory. Journal of Public Relations Research, 24(1), 1-17.
https://doi.org/10.1080/1062726X.2011.582207

Utz, S., Schultz, F., & Glocka, S. (2013). Crisis communication online: How medium, crisis
type and emotions affected public reactions in the Fukushima Daiichi nuclear disaster.
Public Relations Review, 39(1), 40-46. https://doi.org/10.1016/j.pubrev.2012.09.010

Walster, E., Berscheid, E., & Walster, G. W. (1973). New directions in equity research.
Journal of Personality and Social Psychology, 29, 151-176. https://doi.org/10.1037/
h0033967

Wang, Y., Cheng, Y., & Sun, J. (2021a). When public relations meets social media: A
systematic review of social media related public relations research from 2006 to 2020.
Public Relations Review, 47, 102061. https://doi.org/10.1016/j.pubrev.2021.102081

Wang, Y., & Dong, C. (2017). Applying social media in crisis communication: A
quantitative review of social media-related crisis communication research from 2009
to 2017. International Journal of Crisis Communication, 1,29-37.

Wang, P., & Park, S. A. (2017). Communication in Cybersecurity: A Public Communication
Model for Business Data Breach Incident Handling. Issues in Information Systems,
18(2), 136-147.

Wang, Y., Zhang, M., Li, S., McLeay, F., & Gupta, S. (2021b). Corporate responses to the

B ST 46 (2024) 67-112



HEHREE LRORIE | MRA RN BN PaE R RBEPNEE 11

coronavirus crisis and their impact on electronic—word—of—mouth and trust recovery:
Evidence from social media. British Journal of Management, 32(4), 1184-1202.
https://doi.org/10.1111/1467-8551.12497

Wangenheim, F. V. (2005). Postswitching negative word-of-mouth. Journal of Service
Research, 8(1), 67-78. https://doi.org/10.1177/1094670505276684

Ward, J. C., & Ostrom, A. L. (2006). Complaining to the masses: The role of protest
framing in customer-created complaint web sites. Journal of Consumer Research,
33(2), 220-230. https://doi.org/10.1086/506303

Weiner, B. (1985). An attributional theory of achievement motivation and emotion.
Psychological Review, 92(4), 548—573. https://doi.org/10.1037/0033-295X.92.4.548

Westbrook, R. A. (1987). Product/consumption-based affective responses and
postpurchase processes. Journal of Marketing Research, 24, 258-270. https://doi.
org/10.2307/3151636

Wheeless, L. R., & Grotz, J. (1976). Conceptualization and measurement of reported self—
disclosure. Human Communication Research, 2(4), 338-346. https://doi.org/10.1111/
j-1468-2958.1976.tb00494.x

Xiao, Y., Hudders, L., Claeys, A. S., & Cauberghe, V. (2018). The impact of expressing
mixed valence emotions in organizational crisis communication on consumer’s
negative word-of-mouth intention. Public Relations Review, 44(5), 794-806. https://
doi.org/10.1016/j.pubrev.2018.10.007

Zhao, X., Zhan, M., & Ma, L. (2020). How publics react to situational and renewing
organizational responses across crises: Examining SCCT and DOR in social-
mediated crises. Public Relations Review, 46(4), 101944. https://doi.org/10.1016/
Jj.pubrev.2020.101944

Zheng, B., Liu, H., & Davison, R. M. (2018). Exploring the relationship between corporate
reputation and the public’s crisis communication on social media. Public Relations

Review, 44(1), 56-64. https://doi.org/10.1016/j.pubrev.2017.12.006

B &I 46 (2024) 67-112



12 | SN SR

The Journal of Information Society

B ST 46 (2024) 67-112



